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( 

1 

X- 5' EtS^a jt*-r 5 T i7 -fe ;^ S: HfT-r ^ ^ U -f > 
fltB^ ^ 'J O^' :7 x-X«, 

*f -5 c:t2ri|#8S[i:-r 1 fC|B«®7'-:J'fl*fe^ 
H. 

-r s^ifijssrwr -5 c i i-r i iciBi^ox 

T. 7'-:S'eSca5^x-;/i7tt (ICV) »C«-:?< x-iS'SSc 

^I-Se*^ eSST SMtiffl U Tl^-Sr- -> 3 > 'J X h (D/N-- 
3><i:, «IIB(^g5;*^:UtC»iftSSr*.<7)>j5l^^r—>3>U 
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u »c^iirt$ nfc u -sr- -> 3 > u X h (^yt- V 3 >*i. 

WESfrffl 'J -ir - >- 3 > U X h i 0 M U t 
Stlfc il t t LTMf2M«iffl U ^^r- i> 3 > 'J X 
Mci S 'J Jl?dr- -> 3 > U X h OMSr«iS**ff-r -set 

10 7'-:5'l3ie¥glC^*-ri.Ti'-feXS:*ff-rs^^ U-f > 
^'^x-Xi. g;*^:U'f >^'7x-X«)$!l«Sr*ffr 

ME;* ^ U -f 7 x-Xtt. 

MIBT^-^IEiS^ecD^Sil^SrSSlx. 
rS'EtS^eoD^giJ^^i:. ttEU3Pir-->3 >UX hOU 

20 xhiKgij^-toRg^&i^ffb. »sij^*Bs*<-a-rs« 
Ctt*«7] taffiptt'j-o^'^x-xtt. WE^^se 

Elt^SiaS'J^^ t . S9f2 U i}^ -> 3 > U X h U X h 

[«*3S8] ffiiE^^u-i->3'7x-xtt, ME^^^®ac 

-ST'-^Ett^^tWffiS^iEmSSrllfi^U. feffiS^ 
iE«ia»c*5ViT5'-^?E«^gSSgiJ^-*S«b. KSffi 

bfcT^-rJ'Eft^g^g'J^i:. ME'J d^'^-v'B > 'J X 

#-r-5 CI <!: t-r 6 CE«©x-i'EfikS 

B. 

[»*«9 3 7^-^'E1S¥atcE1S:$nfcn>5^>!y® 

flijET'-^^sie^gi'^trs T -fex *iiff -r s ^ ^ 'J 

40 'f >i'7x— XJC43V»T, Si3»lfe5*— ^'*Eebfc5r 

-^'Ete^gTj^e.x-^'Ets^a^s'j^^sffiL.. 

ffibfcT^-^ElS^eiag'J^.i:. *fiEU#y-->3 >U 

X h c 'J X h $ tifeiagij^i:wBs^?&5ifTU, aag'j^ffl 
s*<-a-r -5 «^ c tt, X- 5^ wafers * «t> it-r s 1 1 

f?^?ct^-rab^.3>T->>y©iag'j^Sr. x-^EtS^g 
fc:E1S*nfc:3>7^>U/(Z5'vy5'1t«*^^Si»bT. 
^Ufc=i>5^>yaiJgiJ^t, fflrEUiJ^^r-vs >UX h 

tc'jx h^nfcgjgij^troBB^sifefTU. i6Sij^ffi2*^ 
50 -a-r2)ii-&tctt. 5=-^s^«!is€*±-r-5«!ia?&* 
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( 3 ) 

3 

[iS*«io3 ws:>^^U'f ^^'^x-xtt. mm&a^ 

x-^'tB1g¥iJ:<i:©fflSSSE«l31?£llfTb, KffiSSSE 10 

® i:-rif»*« 9 tiB«Ox-^'S*fe*fe. 
[»*3S12] fifB^^rU-f >^'7x-X«. MWgB*^ 

3 > u X He u X h ^nfc^S'j^t wfiB-^ma^i^ff -r 
sB®jaa**fT-r-5^-^tB®;^ffiT-^ o . 

h9IBt^- 5'iB»^glc*fT-5 7 -feX ^&^ff "T S ;< t U 

7^-^^IBtS^g5:©SaSiJ^*S«L., igS<iiLfc7^-:?iB 
tS^SWiSS'J^i:, MiBU3p^r-->3>UXh«'JXh 

■r-:5'tBg*4'±-r^5a31*Slff-r^Ci:^1fm<i: 

«JS 1 3 »ClBm<07"-5'l3S5&ft. 

5aStC*5liTx-^'iBig^a^SiJiFSrS^U. 
fc5^-:5'iait#e^SiJ^t. «riBUjRdr-->3 >UX h 40 

U 7. h $ nfciJSiJT i: WM^^aS^llff -r S d i: Sri* 
mt-r^rt*^! 3fCtB«©7^-^t3S:;^ft. 
[»*Jil6] x-^'IB11^gCiB«^nfci]>^>!y 

(*:ts-dT. SfrtBn>tf3.-^ • :/ny7Att, tfJIHT' 
- IBIi^ g tc^^-r ^ 7 -fe X ^ Slfrf ^ ^: 'J -f > i5' 

1t^g*^?.x--3'IB1g^gilSiJ^^SML, KS«Lfc 
x-^'IBIft^gSHgiJ^t, flSB'j5f>^r-->3>"JXhlc 50 
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^eiciBtS$nfc3>x>:y«>'\y y If s*^ b «t# L 
8B@ifflS*n>e:r-5' • ->X5^A±-e*fT-ti-b«)-5::i 

5' Eis^e ic?*-r 2. 7 4^ -fe X <&iiff -r 4 ^ 'J -f > 3' 7 

x-XC*5(.iT. 5=^-5'<0|B®*t*t7Jt2)flafiBx-^l3 
tt:^e©iiS'J^*S«b. KSfSLfcT^-^tBlt^e© 
aigij^t. MSaUsJ^^r— >3 >'JX KDUX hSIgiJ^t 

^'IBg*4'Ji:-r^X7^>;/7^*, WT-S d tSrl^afr^ 
[0 0 0 1] 

>'JX htcJ;S^iE;*X'< 7*5<ki;^iEn>5^>>y 

D 5 AS«JKI|J»3Mr -5 . 
[0 0 0 2] 

^fiV^hx-^' (RT. Cin&S:3>x>«>' (Conten 
t) to?^) 'f >^'— M?<D^-y h"?— 
St/itt. DVD, CD, U:^- K^rolBtftSEft^Sr^r 

tf ©Sf P C (Personal Computer) , 

<i^nfBit««=fx*&iW^nfco, $)^t>«=i>T->iy€: 

♦&ift^bfc/^'J;^3-H, CD, DVD^rof31t<«^SrS 

[0 0 0 3] =i>T->>:/05f3tS^^i:LT, gja^<|ij 
ffl 7 7 -> J- ^ 'J Tii^S-i.. 7 7 -y v'a. 
^Uti, EEPROM(ElectricalIy Erasable Program 
mable ROM) tll?«nS«»Wl::S#^A pltlfi^Jf^tt 
;>^^:U<0— JBSgT**. ti£*<0EEPROMtt. 1 fry 
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[0 0 0 4] 7 7>>->iL;*^'J€;x-3'ES/S*tiS 
ni7 V^^T.'y : mm.Wm , MD (S-x-i':^^' : s 

[0 0 0 5] XL<D^r)f£.. 7^u/->3.;*tUS:^fflbfc 

3>T•>*;/iB^S3il^*A-v:^;^n>t::l-^' (p 

C) , ff^g#tC*5liT«effl-r5«^, FAT(File Al 
local ionTabl e) ->X7=- A t H^litlS 7 r -f ->Xx 
A T -fe: i: b T icfigffl $ n S . 

©"t" Icj65.S;^/x 7 — ^' 7 T JUroife^d^ e US* t 

1 ^T-f 1 *fc««Sc««s*fi: 

•ga^^cDHa^r^** F AT to? «n-&T— :/;ncs*^ 

h*lC*3l^Tt). F AT->X7^A*i«ffl^ftlT</i$.. 

[0 0 0 6] ^SSt'— a'. silfeT^-^'. &svitt:/o4)' 
■!f<D»^«CJ;D. ±ie©FATC»-:^ViTfi"Jil«JiJiEb 
[0 0 0 7] ^et::. f—h.-fuif=7K. SJSSt'— ^'^ 40 

fig* t JKW <>: -p T ^ . 

[0 0 0 8] rL-if icjtfrsfijffl«iis*ii3^rs 1 -p© 
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[0 0 0 9] Bt^flST^-i'tt, 0f3£O#lK€rJCj:Sffi^ 

ft ttfie**^ e J; < 6 nx -5. 

[0 0 10] 

©*fjffl * S^^-r -5 C t *i pitg i: * , 
[0 0 11] b)6>b. fie*, :i:iEn>7^>':/Sf(^*iW 

[0 0 121 z.(r)^otmm(r)mm-^^mm 

lt5©ij5l?^r-->3>C»!(fiL. 7*/";-fXA<'j7l^^r— > 

3>UXhS:a*?-r-5;it^j:<, ^x-f TlC?:*LTt>, 

[0 0 13] 

[^ssr<ssi-rsfc*e)©^e] *«?^©^ i 



1 I 
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[0 0 14] *5!?«<07'-^'ff^^®«— llifi 

Si«lC*3C^T. S(lt2p^^:U-f >iS'>'x-Xtt, WIB$<JW 

^'ffitt^a^S'J^ .h, mia U ^l^dr- -> a > U X h U X 

[0 0 15] :*:5!HJ©5'-^S^^B©— SlJfi 

SI«fC*3V^T, «lf3p^^U-f>^'Xx-X«. WlSfd^ 

^I^^^l3l^c43^iTx-^i^ts^s^g'J^^&§®L, fe§ 

fSLfcT^-^'EIS^a^giJ^i:, Sate>J/K^r-->3 >'J 
X h tC U X h * tlfcUlgiJ^^i: WRg^«li®*^ffTS«^ 

[0 0 16] ^?,fc, :^^m<r)7'-^n^mm.<r)—^m 30 
ii^c*3iiT. wnap^^ru-f ^^'^x-xfi, siiiefeiw 

- -> 3 > U X h U X h $ nfeiagiJ^t ® fig^iQS 5:11 

[0 0 17] ^^\z. :^^m(Dv'-'S'n±mm<^—nm 

mmiZiS\,^T. tf[tB^^:U-f >^':7x-Xtt, i1-S5*^^ 
S®-r^HfffflU3j^y-->3>'JXhlc-piiT. 
efeS^x-yi/fil (ICV) t::St?<7'-^'eS:«5^x-yi' 40 

ftaie(^gBp^^:'jJc*&ijrtg?^<o«j3}?y—>3>uxh 

o/l-v'3>t©lt«iag*SfefTb, S9Ert85>t^:'Jlc 

nfc u 7}^ -y- V 3 > u X h WA*- 3 >*t. Mia 

MSiffl U d^y- -> 3 > U X h J: 0 Sr b 1/^ r i:*tfl|^$n 
d t t bTMEHfrffl U st^ ^r— > 3 > 'J X h JC 
is U Jp^r-->3 > U X h©5»r«!l31£llff-rs«!*dcS 

[0 0 18] 2 <Dffl'JB«. t'-^'IB 50 
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^'f3®SBIC*5ViT. 'f—&^^^Wt\zn-t^7^^t7. 

x-X©felffll$:^fT-r-5©lffllS6<i:€:*b. WI3;*^:U'f 
^i'^x-Xtt, «lS^lt3^«tbfc7^-:?8B1t^e* 

-V3 >'JX hS:fei!rtbfcF^aB^^:'J<&«b. MK^^: 
U-f>5'Xx— X«. x-^'WlBS^IfetJft-SWfBx- 
^'321S#e©S8S'J^*S«b, KSSbfcx-^'Slft* 
gWiSg'J^ i , tfrIB U 4? -> 3 > U X h <D U X h lagiJ 

x-^'iBSk*'t'±-r-5sas*sifT-r-5«*£**-r^> c: t 
t -r s 7*- ^'ffisi^s * * . 

[0 0 19] *:|?B^<^7'-3'E&SS®— IliS 

^«IC*3ViT« SatB^^U-f >^'Xx-X«, WIBSIffll 

&S7^-5'iB1S^S®iagiJ^S:S®b. ISSabfcT^- 

^'IBte^aiSg'J^^^:, t<ilB'J#'5r-->3>UXhlcUX 
h $*afc^giJ^^i:<Ofig^ma«:llfT-r^.«fig€:Wrs 

[0 0 2 0] ^setr, ^s^^go^^-^'ES^BO— 

!i^C:j3ViT, taiB^^t U'f >^7x-X«. flSIBSJP 

fe-ST^— i'ffilS^etOffiSSSEffl.aSrllfTb, KfflS 
KiiE«a3gC*3ViT5'-^t31t^®iJgiJ^SrS®b, K§ 
«bfc7^-iS'f3«#gliSg<J^<t, MEUxt?':r—>3 >U 
X MC U X h ^n^c^gij^ tOM^^fflSSr^ff-r 

[0 0 2 1] ^etC. *^BJ<73^3 0®JS«. x-iS'iB 

B(lE7'-^'tBtg^©{c5*-r-5Ti7 
-tX**fT-r-5>^^U-1'>^^:7x-X»C*5t*T. W4« 

a^S'J^^SMb, KS®bfc5^-3'E«^giSg'J^<t, 
itlE'JJi^^r— >'3 >'JX hlCUX h^tlfc^gij^i:©^ 
^SIIfTb. Slg'J^fflS*t-Srrs«^l:itt, f'-i'S 

oiag'iTS. x-^'Eit^iSJcEit^nfcn^x^u/o 

'\>;/;J^1S^*^e?l»bT. ll»bfc3>5^>U/§SIB'J^=^ 
t , «)E U dr- -> a > U X h IC "J X h S flfciSgiJ^ t 

«fig-&<&lltTb. iagij?ffls*^-a-rs 7^- 

'f-^n^:f3mzdb^. 

[0 0 2 2] *«qB©x-i'fl^:!^ffi«-**6 
^«tc*3iiT, WE^^ U-f >^:7x-x«. *iJiaig5*^ 

x-^^E1S^SWS8giJ^^*Sffib. ISSfflbfcx-:5'E 
te^eSJgiJ^ t , ME U -> 3 > U X Mr U X h 

[0 0 2 3] *^?g«7'-^?l^:^F}£0-SI)!i£ 
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S8«Ur*jt»T. frffi^^u-f >^'7x-;^tt. mmm*^ 

(0 0 2 41 ^ibiZ. *5!?g<Dx-5'f?*:5ft©— Hies 

«i«i{c^v»T. wis;*^'j-T >i'7x-xtt, mmm^ 

3 > 'J ;^ ncj X h ^tifcsnBij^^t ©M^jas^&s^frt- 
[0 0 2 5] :*:^?g©m4fl5fflij®«, a'-^IB 

[0 0 2 6] $6.tC> *%BJ<Dx-5'fB&*teC0-*iS 
5^-^iB1g#g<DiS^B'J^^<&Sffib. feSffiUfc?-^'IB 

[0 0 2 7] :ii:mm<r>^—$'^m:&m<D—mm so 

•?-^iBtt^gtcDffiS^iEmS^*fTL.> K^SS^SE 
iaStC43liT^-^IBt6^^iigiJ^^S:§mU, R§^b 

[0 0 2 8] ^?,tC, *^Bq(0^5©{|iM«. 5^-^fB 

^ S SB® L fcT^- aBtt^S*^ ^ 7^- Kit ^ 

glilSiJ^^SS^b. KSISL^cx-^iBlt^g^S'J? 
WIBUTK-ir-xa > U X U X h ^nfc^S'J^i: 
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^tofig^s^ffb. ^gij^ffisA^-st-rss^ica. 

[0 0 2 91 ;§c^lC, 6 ©ffllBtt. 5^-^S2 

WlBgi^*^ t -5 WIBt'- IBtt^SO^S'J^ 

L, KSIgLfcT^-^'tBit^erogSg'J^-!:. fl(IIBU#y 

- -> 3 > U X h © 'J X h lag'J^^t ©R8&**?f b . SIgiJ 

[0 0 3 01 tt^. *5!?B<0||5. 6©fiH®tC«S:/D 
[0 0 3 1] c:®j;^!&:rDd^7Affi««f{istt> n>h! 

[0 0 3 2] *:^l^(75$e.(CteOBe<J. !t#IS^fiJ^«. 
[0 0 3 31 

[%?^©^isroj^li] [•>x5^A«il] 0iic*5!?gro 

tJ— tfXT'DA'-f ^<7)J;^J&:->7.5^Ajl^#l 0 1*^ 

CD. DVD. ->3.^^:'J<£r*§«L'fc;*^:'J*- 
H^©&aBBSI«{i£-efeS^7''f T 1 0 3 \z^m^ti, 

xA'-fx 1 0 2 tr§{i*fctts«$nTfi^. mn^n 

T^AWXtt. 0iJ;^tf/t-V:J-;i/Zi>t:3.-^' (P 
C) . ff^Wfflgg. y-AS^®:3>5">yS4ffit«6^ 



( 
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[0 0 3 4] C10ip&3>7'><>'Efiv'X5^A©«tfi£ 

[0 0 3 5] a2«. xA-f7.2 0 0. p^x-TTl. 2 
10. ;<5^-f7 2. 2 3 0©gfffl«fig**bTV»i. 
x-fTl. 2 1 Ott. mtiU'r—^U^mV. 

:<y'^7Z. 2 3 0tt. /t'-^ T^^S-TSt^AW 

X ©B&^fflJisriifT-r <b n > h p- 5 **-r S ^ x 

-^TTfe-S. ^t'wTI. 210, ;*X'<'72. 230 
©^Rl^tfca'/W X 2 0 0 lCi*-r«)^*dWtE-C*-5. 
[0 0 3 6] 0 205^/^:^2 0 0«. 'i>if-^yh 

?>ji<fg52 0 1. S-aft*5rA:f3-r-5A*gB2 0 2, 
-y-t-i^. :3>-T->^y^©S^i£*fT-r-5«5^SB2 0 
3. .c:ne.WiW1S¥S:*fT-r*©I«IS52 0 5 t. 

U'f>^7x— X (I/F) gP3 0 0 tSTj^O^^A-l-X 
=i>hD — 72 0 4. ^Hz. n>7^>u/07r'f 

j)^^--> 3 > 'J X h $-t&iSfiUTI.^^rtg5;*^: U t bT© 
;>^^:'Jg62 0 7 Sr^rf-S. ^^t^fe. rtSB>^^ 'J f^tClSiW^ 

-i )umK>mx7'-zf)v\z^-:>x'sm-^nm^mvissmu 
[0 0 3 7] xA-fx2oott. zi>7->yoyn±mz 

*i U ^r- V 3 > U X He U X h 7 $ nx Vifc«^ 
y-v'a^UXh, *5J;t;U5}^y-v'3 >UX h«:jgffl 
[0 0 3 8] ;<-7^-<7 1, 2 10tt, y'-'S'Xmfi^U 

mrz>mmm2 i it. 3>7->iy*i&i!ft-rs^*'jg5 

2 12$:WL, ^^:U§B2 12tt. n >5^>>>'SrMJS'\ 

7 -feX n > h D-;HS«?£32jS Lit7 -feXSlF nj,^- 
yjU-efeSBPT (Block Permission Table) ti^mV 

[0 0 3 9] "f/'^'iT.ZOOOyyr-OVi^T.'rM^^'f 
-fT^KSJUfcSC. 7i^-feXfflFpr5^-:/;i'T?&SBP 
TS^^T^^-TA^^K^ii:*. ;<5^'('7'\itS7i7-feX* 
fT5;<^:U'f >^'-7x'f Xg6 3 0 OtcBPT^eiai 
L. 'gfS^5-a--5. ;*^:'J'f >^'-:7x'f XgB3 0 Ott, 
BPT*S«Ufc^. SMLfcBPTiCOt»Tafefi5^x 
•>i7M(ICV) <0:^liE&fT5. \CVi)^lE^ts.^<Dii 
«»r$nfc«^©«.. BPT^W3{>i;5:t>Oi:LxT«fe#-r 
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pCtU-f ^'i'-^x-f XgS3 0 Ott. ^x-^T©^ 
^UJCTi'-feX-rS^IS^SrSWUfc^. dWijCT'^y© 
BPTlrat5tifc7i'-feX©*-||fT-r-5. BPTW^I 

:fej;y:BPT*ffli»fciasicHLTtt«aT'»iffli:: 

[0 0 4 0] ^tx-<72. 2 3 0«. zi>ha— ^23 
It, p^^'JSC2 3 2lC<toT«^^*a, ^^:UgS2 3 
2«. :3>x>^yS^*l5'\y:5^1tSi:«i:'blcftiWU. ^ 
e)C7i'-feXfilFPlx— "/JPTa&SB PT ffllock Pernis 
10 s ion Table) Sr*&SSbTti?). a>hP — ^2 3 1«. 
^^'JgB2 3 2{c?*-rSx-5'^iW, ^^cttx-^'K*- 
ffi Lffl-f ^rS' 7 X— X t UTOD^ ^: U -f 7 X— X 

(I/F) 852 3 4. ;*x'f 70^S'J^tbT©>^x^ 

72 ID. i^MMm.9!m\zmmt^mm.mKa^e. P 

>x>^y<D>t^:'JS52 3 2'NW^#^WBir^li-C*S« 

#i»Ks to. se.»cBt^^t^t^o»s:BS^<b-rs^© 

«[J»M1I V_ke y s^Sr»i(fil^fcf^a5;<^'J 2 3 5. 

U. k>?X:5'<£<i;^fcBt^iaSS62 3 6. -ebX. Ctl 
20 e.&gP(D$!l®**fft- '5S!i®SB2 3 3 iSrWrs. 

[0 0 4 1] [;>tx>f7(^^lt'J«lfiE] ;*:1C. ^X'f7 
1, 2 10. ^X'f7 2. 2 3 0COS-;<^Ug5<^x-^ 
♦&ifrt«^*S3IC*t-. ^^r'JgPtteil^tf. EEPRO 
M(Electrically Erasable Programmable ROH)tl¥(£tl 

^n.%mzm^tk?L^mts.-^}»%^^=^^} o-j^iits 

St IC 0: * X- ^ *fT $ n ^> . 
[0 0 4 2] 03 (a) lC*-rj;-5lC. 75-y->3.;*^ 
U«. Mi~N*T<D|g»::/D-y^**u. S^:/Du/^' 

30 tt. (b) IC^T.fc51C^l~M*T<D^g©:-feir^(ci: 
oT«lfiKStl, ^■fe^^'tt (c) lC^-rJ:^fC*x-5' 

S^^x-yi^MtbT© I CVjJiftiW^n^«-&*ife^), 
[004 3] [^SPV>H] *«r0 2©x/WX2 0 

0{C*5l.iT. $!lPgB2 0 5i:. ^^:>J -f 7x-X 
(I/F) gS3 0 Olc*3ViTfSff;^n-S±;S:PV>KfC 

40 [0 0 4 4] *«13B52 0 5*>e.;*t'J'f ^^'-^ 

x-fX (I/F) 863 0 0»c*t-r-5:3-7>H»ctt, EAT 

• Xx-^x^*.Uibav>K 

affi© 1 U < 7 X-X f*J©X7— 5^ X bfc 
^x-fX (I/F) 853 0 014, Xx— ^'XU>?X:5'© 

50 • -fei7i^»#ji*a-7>H 



( 8 ) 



13 



it^ L fc-fe i7 5^ ^ <7) X - 5^ » ^ ^^as#^o 

Jg^ $ tlfc/ 1 ^ ^ - 7C t:i ^ y ^ ^ fflrS 
fr^^o 10 
. ^ y y-t h 3 T > H 

• BPT-fe-/ h3T>F 

• Ud^^r— 5^3 >UX h (Revocation List) -fe^yhn 
V>H 

>'3>'j:^h (Revocation List) Sr^^U — f>3^— 20 

• MSffflU^H^r— '>3 >iJX h (Revocation List) ^ 

J€SffflU#^— v-a >U;j^ h (Revocation List) 
lS<DU2S^r— v'a >U;^ h (Revocation List) *MS?t 
bT J:Vi;6^^x ^y ^«[lS<7)||fT#^o 

^mm<Dmn^^. 30 

TOSISU^ (ID) 7&^fi'^7&^i:'5?&^^X!yd7'r'5i&S(D 

• :7 7<;i.fii0ST'r— :/;^B^D^Uib3V>H 
[0 0 4 5] ><^U<>i^-7x<X (I/F) SP30 

• I Dgi^aib:3V>H 

7 1 (D^-O I D Sgt^tBT^aScO^fT^^o 
[0 0 4 6] [y'/^-f ^ >lS^y x.-7.mmm 

fife] :*{wxAW X2 0 0<D;<^U^ >5^:7x-X (1/ 
F) SS3 0 Oco|¥jBi«fiK^04fc^-ro S««gB<0«tg 

[0 0 4 7] • 7.5^— ^^XUv;^^3 0 1 50 
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^ ^ U - 3^ X -f X <7) 1^^367. X «:«#*ri> U 

•t^yhO (bit 0) :lii^-yv{/ (l:t5/- (bus 
y) , 0 (ready) ) 

• fc-^yhi (bit 1) M^mh^^yyi^ (i:^a 

(success) , 0:^I$t (fail) ) 

•t:^yh2 (bit 2) :»#ji^^tt:7 (I: figS) 
(success) , 0:^fiJt (fail) ) 

•f!yh3 (bit 3) i/^y'^T l±y hy^if (1: 
•feyh (set) , 0: h (not set) ) 

t^m^ntz^y'><Tiifimm'^mf)^(Dmm\fy hx$> 

' \iv h4 (hit 4) ::<y'>(T2iiy hyyCf (1: 
±iyh (set) . 0: *ir^yh (not set) ) 

mm^tir;i:^^^ T 2i)mm'^mif)^(Dmmm}dy hx$> 

-So 

• \iy h 5 (bit 5) i^y'^T l^^ihy^Cf (1: ^ 
m (OK) , 0: il^ (NG) ) 

mm-^nrz^^^TKDmi^ii^ (id) t^^, utj^^-v- 

3>UXh (Revocation List) F^OU^i^— ^ (Sf^) 

• t**yF6 (bit 6) : ^5^^ T 2m'^y y^ (1: ^ 
^ (OK) , 0: (NG) ) 

mm^nrc^y'><T2(Dmm'f' (id) g#^r-'> 

3>U7.h (Revocation List) (^(DUd^—^ (Sf(^) 

•f>yh7 (bit 7) : ^^y^^iyh^^yy^ (1: 
fiKa (success) , 0:^flSc (fail) ) 

V yffi/^ ^ U ^ >^^— 7 X X 1^ JC-fe h Ui*fc*^<0 

• \iyhS (bit 8) (1: 
(success) , Oi^Bc (fail) ) 

'\^yh9 (bit 9) : U 3jt^r-'>3 > ij X h (Revocati 
on List) ii^y h:7^ 

(1: ir^yh (set) , 0: *ir^y h (not set) ) 
U3p^r— >ijx h (Revocation List) ffl:A=E^J^ 
>y-yx.-(7sP^\Z±y hmMtzf)^<Dnmm\fy hX$> 

•t^yMO (bit 10) :jg^ffl'J4^^r-'>3 >U X h 
(Revocation List) m^yyif (I: W«I (OK) . 0: 

m^^ (NG) ) 

SfffflU2}^^-V3>UXh (Revocation List) 
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[0 0 4 81 7.7—^7.l^i^7.i'3 0 1\t, Z.n<o<r>^ 
>^'7x-X (I/F) S53 0 0©;^5^-i'X««*« 

-5. 

[0 0 4 9] a4icMa, ^mm<r>m.m\z'D\,^Tm.^^ 

• nv>F^-:^X^ 3 0 2 
' T VVT.V'VT.^ 2 0 3 

• *'i7>hUi/X5'3 0 4 

[0 0 5 01 ^c:fe. nS5;*^'J. i'qgS;>^^UC«r-57* 

4? 3 -7 > H y h -r 5 c t T*ff s ns . 

[0 0 5 11 • 3>hn— ;i<-Ui;x^'3 0 5 
^ ^ U > ^ - 7 i-f X (DSif^SKSf S ^ 

• 2IS«fil»gB3 0 6 20 

• SIfiA'-y >'T^^:U 307 

• S^Ay7r/^'J 3 0 8 

• '&mvv:k^zo 9 

• S^V'v'X:?' 3 10 30 
§^ibfcf-3'Sr«#LS^tA--/7T^^:'J 3 0 SlCfe 

[0 0 5 2] • Bt^SaSSKS 2 0 
M{iA*-y7r 'J 3 0 7, S(f A'-y:7r ;*^:'J 3 0 8 

• 2 1 

<i:LT©yD>yi7 • /t— 5 'i»>^3 > • 7— T^JU (BP 40 
T) SrfeiW, «?¥-r^«J®-C*2.. Usfi-S^-v-a >'J7> 
h, Zfavi; • A-5-yv3> • 5^—:/;!/ (BPT) 

2ISe$4PS53 0 6*t$«»ged^^(D;*^-fT^^ 
3>iJ;^h, yn<yi7 . A— 5 -yi/s > • 5^— (B 

I'^Tti, m.^xya-^m\'^xnm\zm.m-t^, 

[0 0 5 3] >^^:UB53 2 UCtt. Bt^jfflSfC 50 
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Kdist : j^tx-f 7 2C»iW$nS3>x>!yet*t-<0=]> 
■7^>>yro-fe^3.'Jx<^'y (Security Header) \Z-^ 
Sn-SiBi^ll, n>5^>»7 I CV^^SKicv.cont. 3 

Klcv_sh :-fe^a.'jT--1''\-y^^ (Security Header) O 



I Vsh : -t^j-UT^-f 'xyy (Security Header) ®I 
CV*^^-r-5lS»CfflV»S«!J»iffl (IV: Initial Valu 

e) . 

MKake : 1iSSIIffl©-7X^'-«. 
I Vake : ffiSSUfflWftO^^MSCiiffl-rsfc*© 
igfflffi (IV: InitialValae) . 
I Vauth : ffi5KIE^©x-5'^*Kffl®«JfflM( I V : I 
nitial Value). 

MKicv_rl : UsJ^^r— ->3 >UX h (Revocation Lis 

t) I cvfi^^fi£-r-5-7Xi5'-ii. 

IVicv_rl : U^-y— v'H >'JX h (Revocation Lis 
t) © I CVitSr^^-r-S^WfflWM (IV: Initial V 
alue) , 

I Vrl : "JjK'Jr— $^3 >|J X h (Revocation List) O 
I C V^^^lCfflti-SSlSBM (IV: Initial Valu 
e) . 

I V_keys : 3 >5=->'>'Bff#{t;ffl<oa?&Bff 

^{k-rs^Wlffl^iS (IV: Initial Value) . 
MKicv_bpt:7i'-lr;^fFoHfffi-cfeSBPT (Block Pe 
rmission Table) <D I C V|tS^(KT«>-7X^'— 
IVicv_bpt: T^-feXfFW«ffi-C*5BPT (Block P 
eriDission Table) <D I C V|tS:±fi£-r^^© I CV* 
^mzm^^^m^^ ( I V : initial Value) . 
I Vbpt : Ti^-feJ^ffBlWl^-eaSB PT (Block Permi 
ssion Table) (OlSOMffi (I V : Initial Value) . 
[0 0 5 4] • ECCI5IK3 2 3 

mmv'-jx^zos. §«u-:^x37 3 1 oicab^T'-iS' 

[0 0 5 5] • ^VSP;*^'JAUl^J-f >:J'-7x'f X3 2 
4 

i1-ge;*^:'J (^T^^Tl. 2) fCjt^-r^.AtiS^'j'f >^'- 
i^^xsnyT-yymm.n±\z^o^y^'^m.. ^^\zy 

C3-yi7 • A— = •yv'a > • 7^— (BPT) tfiZ.<Ot^ 

xmi}^ y9—y x.^ 7.t:-Sf\^xxmti-r^, 

[0 0 5 6] ^l-gB^^rUAta^^-f >^'-7x'rX3 2 
4. *3<fct;f^gC;>C^ UAm^-f >5'-7x-fX3 2 5*^ 
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7 1. 2) . S-2>lMirt88^tUll»UTffi:f7$n§o 

RE:U-H<^~y;P 

Sfc. ^1^g6;?^^:U (;<x^Tl. 2) , $>^\,^\t[H^^ 

WP:^-f hyD-T-^ h WSfP^^rU (^y'^Tl. 10 
2) (CO^fiffi) 

RDY/BUS Y:U'5'><— • b'v— 

[0 0 5 73 [^^:U«JWi3>5^>^>«filc] 

#3>5=->^>tt. H6 (a) Jc*'rJ:5Jc&aJSH4 

[0 0 5 8] ;<7'^T<^:7'^u/'>:x>^q£UH. me 20 
(b) Jc^-r<t5Jc. tt»n>-x>:y(0-k=lr;LU5^^^ 

T^^zi yj-yv^ 1 -poy D V yz^Wit^^MWnU 

CO 0 5 9] It^zLUT-^^^ym^'] ir^o-U-T-^f 

[0 0 6 0] • y^—'^ y h/^—z^a > (Format Versi 
on) 

-fe+jj.U'T'-r 'N*^^^ (Security Header) CD:7:t— 

• 3>5^>^y I D (Content ID) 
U>y^>y(Dm^\^ (ID) Sr^-To 

• :J>'r>y^^'f (Content Type) 
3>5^>*y<oaS**-ro 0iJA«;?<'rW'7 1 , 40 

• y^—^^-f:/ (Data Type) 

• fft-^T;i/3fUXA (Encryption Algorithm) 

;UrfUXAS:^"ro ^J^«D E S J3 J:-5rtr-^>ffc;-e*-575i^ 
h Uy;i/DE S (Triple-DES){Ccfc^7&^^S^-ro 

• rtr^fk^-H (Encryption Mode) 50 
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rtr^ik7;WrfUXA (Encryption Algorithm) "ClgSS 

E C B^- Ht^^C B C^- KA^^^^-To 
[0 0 6 1] • ^mty^—'^y h^^y (Encryption 
Format Type) 

:3>'r>y(Dmmty^—'^yh^^'^. ^^Z/Hb^^ 

-i-fzf)^. zi>^>y±mzni^x iz>(DZ2>^>ym 

ir^;5^SlcS3&:-5»Ks e c_n bT3 >5=->*>' 

[0 0 6 2] ms\z^i^-(':/(Dfe^r<ty:t-'^yhm^ 
^^To 08 (a) f)^i^^yi(ommty^-'7yhx 
mmt^titc:3>5^>y(D/^^^mmm^xs>r). 

(b) i)^i^^zf2o:)mmty^-^yhxmmt^titz 

zi>^>y(0;<^V^mm^xh^o 

[0 0 6 3] 08 (a) \Z^^^^Zf\0)mmty^- 
^yh\^. n>y^>yitfiT^X i^(Dzi>y^>ymKc 

^m^^xm^it^nx^'E^j\zi^m^ntzm^. ^ut) 
^±i7^4^^:^mmmt^mx$>^. ms (b) tc^-r 

^-fZf2(DliSmty^-^yh\t. yyyyjLyf^^^J(D 
&ir^^7SfcS;tcS-fei7i$^»Ks e c_l-'Ks e c_ 

mf)mm ^ nx^mt ^ n > 5=- > timm^ nrcm 

(DmmmtvxKs e c_ii)mm\^xwL&^n. -tr 
T. T^xK s e c_i ^mmLTc^mtn&mfjm^n 

X^m^n^o yyyi^zL^^iJ<D±.^^mX\t. ±i7 
^^TtKDmmmtl^XK s e c_mf)^MmLX^^^ 

^fel^^T. 'T'^TKs e c_ni^jgffl L.rcBt^{b^5aS:d^M 

[0 0 6 4] z:(D^v\Z. *^K<0««tC:feliTtt, # 

m^mmi^tzmmmm^zi^i^^xh. it^cDir^^^^icio 
\zm^om^mm vtz h u y;i/D e s \z^^fi!imm. 
\z^\,^x\t. ^i\zmmxmm\zmmr^o 

[0 0 6 5] S7JCM0, ±i^=L^Jy^^^yy(Dm&\Z 

r:>\^^xm.m^mn^o 

^^mtyyif (Encryption Flag) 

yif^n^o 0iJx.«O 1 : Pt^^b-fe 

*0tJT'tt l^Du/i^^ 3 2-11^:7:5^^:^^0 * 
[0 0 6 6] • I CV7^i^ (ICV Flag) 

^uyi7p^<D^'\ii7^(D I cvf^jra • imui\^^-fyy 
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•Po m^\iO : I CV«:L. 1 : I CVfeO 

[0 0 6 7] • BiP^ik:n >T'>:y» (Kc_Encrypted 0 
-31) 

'^mtl CV^jsSa (Kicv^cont^encrypted) 

®^ 

[0 0 6 8] ' m^^J^^-i^3>^)7.hn-z^3> 
(Valid Revocation List versioD) 

UXh (Revocation List) C7)A— v3>o nyy^yy 

(RevocationList) <DA— va >A^c:ncfc OSl^S^^. 

[0 0 6 9] ' ^.^zrV^^^y^l CV ilQy oi Sec 
urity Header) 

ir^^^ji Ut^-T ^ (Security Header) 0^fi5=-x*> 
i:?® ( I CV) o 20 

[0 0 7 0] [U4^^-i^3>Uxh] :k\z. ^iE;ft^ 
^ T ^ =3 > 7^ > c;)^aiS^ ^ L T CO ij '^r - V 3 > 

[0 0 7 1] • U7K^-'>3 >UX N^giJ^ (Revocati 
on List ID) 

^J^^—zy3>^)7sh (RevocationList) H*OS6SiJ 
^(hbTO I DTfe-So 

[0 0 7 2] • U#y— i^a >U:^ hA'—va > (Revo 30 
cation List Version) 

U3l^^— v'a >UX ^Revocation List)(0/t— >?3 > 

[0 0 7 3] *5S?g<D#l^K7?fi, U3p^r-S^3>ijXh 
(Revocation List) fc;^— >?3 >tf n 
>U/<0^^yi5^I^{C^afj:U>i^^-5>'3 >U7. hCD/\'-v 

a >tsffiS:is:^r^o :2>y->ym^mi^<Dmz. m,^ 
>^)7.h(D/^-i^B>t^itm^^o z(D^. m^^n 

LT^/^-SU*^— i/3 >UX h(7)/N*-v3 >(D:^f)^^r) 
[0 0 7 4] Sfc. U4^^r-'>3>UXhcOH«f^fC;< 

q^ij - <>^-:7x-7;g57&^3Kffi<DU3j^^r-v3 >U;^ 

A-v3>1«ffltS:JtgeLT, «TH/^U4^^r-5>3 >U 50 
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[0 0 7 5] A*->^a>«ffi*fflV^fcU3p^->'3>U 

9m'yu-^m^^x^wrr^nm\zmm'i-^. 

[0 0 7 6] • 1 I oa (Number of Medial I 

D) 

^m\^X^^^:^y'^T I (Medial ID) <Dm^ 
• ^T'-i'T 1 I D (0) -^CT^^t'Tl ID (L- 1) 
(Medial ID(0) - MediallD(L-l)) 

[0 0 7 7] • T 2 I DSc (Number of Media2 I 

D) 

^^UT(ri^j?tx-<7 2 (Media2 ID) OI^Sc 
•^5r><T2ID (0) -p^5^^T2ID (M-1) 
(Media2ID(0) - Media2ID(M-l)) 

[0 0 7 8] • r3>7^>^y I D» (Number of Contents 
ID) 

^5SbTVi^n>7^>^> I D (Contents ID) C0j^& 
•=i>7^>^:/ID (0) -n>5^>tyiD (N-1) 
(Contents ID(0) - Contents ID(N-l)) 

^ Si U T U i ^ a > 5=- > is S 0 ^ <0 U X h T » -5 o 
[0 0 7 9] • Ud^^r-v-a >UX M CV (ICV of R 

evocation List) 

U4^^-i>3 >UX h(D5i:S5^x^yi^fflOO I CV 
[0 0 8 0] ij^COcfc-StC, ^^B^JCiStt-SU/l^^-x 
3>UXhti, «»<DaS (;<7^^T. n>7->^y) (D 
mm^f- (ID) :6^^«fiE$nSo CKDiipfC, =3>5=-> 
^y^;^5='>r T(D^Si!}+t^-e&^U4^^-i>3 >UX h 

(Revocation List) (C«aoa!li(Z) U I 
D. -r?Jct)-fe^5^>r T I D. n>7^>U/ I D^Kfrt, 

'^(7)U3i^^— va >UX hTaiSC[)3>7^>^y. 

>7^>'>^(DSi^ffib^Jc^^U • >^^-7x-xaSfc: 

(ID) Ud^^-i/3>UXhlCUXh^n^cID 

[0 0 8 1] Z(D^o\zzxyj'yv^^'f^7<Dii§.^(D 
I D* l^og7f.y->'a>UXh{::ig^LfcMfi£fCcJ: 
0 1 OOU Tp^r-v'a >UX hTtg»<DaS0^5^^ T 

Tmm^(r> u zt^^r- 3 > u X h \zm^< ^'f^ t(d^ 

[0 0 8 2] ^fc. ^^m(Dm^X\t. U4^^r--'>3> 
UXhtt. i1^S»/tU^tCiIS7i^irXt*^>^^'J-1'> 
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[0 0 8 3] [yuy^ • /^-^yi^B > • ^—Z/)l 

(BPT) ] :k\Z. 7^±7.9^^^-yj[^tLxmm^ 

n^fayi7 • /^—^yi^a > • 5^— (BPT :B1 
ock Permission Table) (Om^\ZZ>\f'^XWi^'t^o ^ 10 

w^\fiFcm\z^^^x:2>^>y(Dn±^mffr^ 

A«> File Allocation Table : FAT) ^Si^a^•C1S 

zfju(Dp^^^^m\zm^^^i^^m^rz. ^<o^\z. sa. 

^)vyxy^A7bm^t-oxm^^^^z:t\z^^x. IB 
CO 0 8 4] *^?«cD7^-^^iasseJc:feuTSffl$n 

y'/^-rx\z^{ir^m^m^^^±vrz:/uy^\z^m^ 

n^;^y^^T^M<D7^iz7sm'-^^—Zf)l^X^^. "fJ^ 
•1'X«BPTS*&3trtLfc^7'>r TSfflV^T. 3>'7^>^y 

T t d it 1$ T i7 -k X -r ^ 5^ A* -f X O ^ 1 J > ^ - >^ 31 < 
XgeJcyp^y^:; • yl-^-/ix3 > • 'r—^)V (BPT) 

-Cfe-SyP^yi? • /1~^'yS^3 > • (BPT) 
JcS5e ^ tifcfF^Wffl ;^ ^ ^ U T i7 ir X ;&^fT ton 

[0 0 8 5] 010 tc:/n>y i7 . /t— ^ > . 7=— 

(BPT) (om^^m-t. ^y'-^\zr:>\^^x 

[0 0 8 6] • y^—^y h/^— V3 > (Format Yersi 
on) 

BPT (Block Permission Table) (Dy ^—-^y Vn— 
V3>*^fo BPTgfrtZfe. S-ac07^— "T-/ h;^^ 40 

• B PT^SU^ (BPT ID) 

yuyif • ^ yi^B > • 7^— (BPT : Block 
Permission Table) (r>^m=t (ID) "CS-So 

• :/d^7^Sc (Number of Blocks) 

BPT (Block Permission Table) X^oVuy^d)^ 

a<&*-ro ^miytc^o\z. yz^yy=L/s^y)\t.yuy 
i^nmn^ifiti^n^o BFT\z^K>'sm-in^zfuy 

^:fuyi;ui -l/uyi^^nK'^y^if (Block »1 - 50 
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In Permission Flag) 

&yD*yi7<07i7-fcxaE7^4?^*^UT^^So 09Atf 

ifl(DZfUyi7 tttN* D ^ -e&^ CI (h Sr^-To 

• BPT - I CV (ICV of BPT) 

BPT (Block Permission Table) (DikSi'f y {7 m<D 

I C VTS^p 

[0 0 8 7] y'J'^^ 7.<Dy JUyy.^A\ty'J'^^ 7.^ 
m^VtzWZ. ZfUyi; ' /^-^yi^ay 
(BPT) *«SJx.«:7^'y'>i>C^iJ«:^«tLfc^^U 

-kX Srff -9 ^ ^ U -O^'- :7 i-r XSBfC B P T 
V. -e<D;<x^TlC?tT^7i'-feXfl^pJ'7"--:/;i/<*:bT 
ffSiS-fr^o >^^:U-f >5'-:7x<Xg6«. Ti^irXfF 
pIt— y;U^SfibBPT^ir^> h (ex. 04lC:^-r 

>c^:ijg63 2 1) -r^o /s^o^ >iS^-y jL-i y.\t. ^ 

TO;jCqEUJc7d7irX*r^.^^*§MbfcRF, CCO 
TOTi7-fexi^pI'x-y;i^JcS':5(<^fcy47irx<^ 

[0 0 8 8] yD-/iJ7 . /^—^yya > • 5=— (B 
PT) \z\t. mx\l:^'f4yo^yyyy=L:^^^)(r>^^ 

uy ^^^xco^'^^titz.vmw^. ^wmz\%^\%,\^ 

m^-^^Uy^. tN*:^pryo*y^, 

^rU-T >^^7x-X«, Jine(7)BPTS^fCtieoTia 

[0 0 8 9] ^Uy^ • /I— ^ -/->3 > • 5=—:/ 

)V (BPT) (ctt. ^«ESiha)fc«e>03fefi^a::*yi7ffli 

CV^^^^^n. B PT<D;?<^U<>3^:7x-X-^<^ir 

S$nfc«^JC«. BPTCDir-y hiaSSrilff L^^iVn 
?i£oT, ^IE7a:T^J7lrXfffnI'T— >^;P*f^fiEbT. figffl 
r^C: i:5!;^ESih^n^o B P T<;) I C Vti;:^^^^ TO^ 
gij^ (ID) \zmr5\i^X^^^^. ^(Drc6t>\Z. m<D;^ 
TtC747-feXfl=pI^-3^;WS3 1;- Lfci bTt)^ 

[0 0 9 0] ^"f^Tlt. ^(DmitrnzzfUyi;-/^- 
^yiyB> ' y^—:/)l (BPT) $^^U (ex. 

^y s/3.>cqBij) <7)^^yD^y^^7^cs^ii^T^ii^^'r^o 

Z<D^. ^Uyi7 • A— i/3 > • "r—ZfJl^ (B P 
T) ^^mvrci:^'^^M^<Dy^y^\z^^^x\t. zfuy 
i7m^^'^<DWL^'S::/Uyi7 • A-^-/'>3> • "r-Zf 
)V (BPT) JclB^-r^o ^^BJtTDT'/NWXtt. 
7lr|&#3bfc5^-i^tS^«aatC43(.^T, BPTS:#raL 
T B P T JIIS^^ nfc^y D y (OiSi pJg^^M L 

fe^OT. BPTlSJ^^yD^y^^/^t^^^^pI^iUT^^L 
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m±^tli>. ;<7'^7rt©BPTS:|iJfflL/c77"f;l'0 

(0 0 9 1] /."r^T (y^-y'^=L^=EU!^m.'7'—i'fR 

(BPT) (DBl&ya-i:, 01 l*5j;UtSl 

ptT'-CTf^fSS^jlLT^^X'C y^giJ^ (ID) <D±^ 
t. B P T©»#iX;^7!,t3ig^|ftfp-CfT*?n-5 fc<o<fr-s>. 
[0 0 9 2] 0 1 1 «. tBaSiE«lS«ltgSr^fc;itVi^ 

□ ■/'<-=-y>'a> • 7^-:r;i/ (BPT) «>^^:7 

■7>K&2loT (S3 1) . Sed^Dfe^T^-^TJ-ftiW 
$nfcIDSr§<i (S3 2) -r-St. -ecOIDSr'^-X 
tbfc I CV^fiKSiK i c v_bpt**^ (S 3 3) "T 
■S. I CV^fiEftK i c v_bpt«, •^T.if—m : MK 
i c v.bptt. «!JW«i : I V i c v.bpti:, BPT^SJ 
(ID) fC«-r?t.iT^^-r-5. ICV^ 
^SliK i c v_ bpt = DES (E, MK i c v_bpt, I 
D" I V i c v_bpt) tca-^V>T^l£$ns. iCOit* 
tt, BPTOI Di:«J»ffiI V i c v_bptOSfft&^31fa 
® : MK i c v_bpt(CJ:-S)DE S^:— KTO 

[0 0 9 3] :k\z, BPT©#7-c— ;i'KiC!K'"S?ic/'?5 

pC-^'Sr^it (S3 4) ^n'^r^-'S'tm^^ntz 
BPTtcSo'V^T I CV=£2fefie (^^■r^@14<D«^ 
<&®ffl) L (S3 5) . ±figL/t I CVSrB PT© I C 
V7>^'-J^H^CS:£ (8 3 6) -r-S. C:<DJ;^fCbT«l 

Besnfc:^a-;/i7 • = v-3 > • x-y;!' (bp 

•T) 7 1 icg^iitr (S3 7) . Is.^. M^L 

fci:^tCBPTOS#ii*-:rDyd7tt, BPTfCiJtiT 

[0 0 9 4] 0 1 2«, fflS^IiEiaS«Stg*^-3^5=^^ 

• z"?— 5';/->3 > • 7=— (B PT) <r>fSMyu— 

0 2 2 cDffi3i?&#fig) *s^?frs, 
[0 0 9 5] i^s-Vim^^nmpimimtimTT^t.. 
^f-iT 2 \zni' I Dm.^m\^zi-^yY^m.r)X (S4 

1) , IDSrM^-tbb. I D^&'^-Xizbfc I CV^fiK 
ftK i c v_bpt«r^*S (S 4 2) t^. I CV^^» 
K i c v_bpt«, ■7X5'— a : MK i c v_bpt<t. Vi 
mm. : I V i c v_bpti, B PT^giJ^^ ( I D) 
t^T^figf I CVtfiKliK i c v_b 

pt=DES (E. MKicv_bpt. I D* I V i c v_ 
bpl) tcSo'tiT^fiX^ns. ^(Onmt, BPTWI 
Dttffl^fiS ( I V i c v_bpt) <0»te»S?DCTX5'- 
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a : MK i c v_bptlCJ:*DES^-h-C©S8f^fl;fflS 

* HfrT* 1 p S . 

[0 0 9 6] BPT©§7-f-;WK»C!iJS;^/'?^ 
^-5'*^^ (S4 5) L. &/X7>^-:?*<^)£Snfc 
BPTtS-p'^^TI CVS^jK (^SE-rSHl 40«« 
^mm) U (346) . ^figbfcl CV^BPT©! C 
Vy^-)VY\ZWL'& (S4 7) -r-S, CKOipJCLT* 
fi£$nfcya-:/i7 • A— $>y>'3> • 7—y)V (BP 

T) *^X'<7 1 cs^iitr (3 4 8) . takb 

[0 0 9 7] 01 3lcyDyi7 • A— S>>'->3> • t"— 
(BPT) ©*{*:W«fife«^*5^-r. 013© (a) 
tt;>^7^-f71, ^x-c7 2<D>'5':/i'3.JJ^* 'J©:/a5/ 

013 (b) «. ^D-yi; • 
3 > • T^-y;!' (BPT) -Q$>^. -ifuvC • /t-5>^ 
->3> • (BPT) tt. h • n-v' 

3>, BPT ID, zfayifmzm^^T. =&:/d-/^cd 
tH*«r (1) , (0) gmicBP 

20 Tro5fea5^x>yi7is (icv of BPT) nmm^ti 

ftm^^W-Z>. ^^U<DBPTt&JW:?'D-yi7 (013© 

T—y^JV (BPT) tC*5t,iT?^*^Bl®^<i:LT^^S 
n, T^A'f XtC.fc.5^N*2:g&lhb, BPT©S##X.A^ 

[0 0 9 8] 01 3C*-r:/o-;/i7 • /■^—5.-y'> 

3y-7—-:r)v (bpt) ©^egw^. ^^uvi;(r>m 
*w (1) , tw*^^ (0) ©*-7!i«ia5£$nfc«fi£t?* 
tB*«ia©*-©7i7-txffF^*K)fr2.«i)«Ttt 

30 fj:<, S?*-5l0 (S4) W^, ^ffBl^^^Lfc^fiKt 
L-Ttxfci.^. (11) , n± 

ni. iB*Tpr (10). ni^Bi, (01) , m 

^:feJ;t;«*W (0 0) tUfcK^*MffiTa&^. 
[0 0 9 9] Uii. 02tC^LfcJ;-5tC/7^^72Ttt 
^^-f 7l^{CS!lffilgC2 3 1 S:^t>T*5 0. :/a>>^-/t 
-S^'v'g^ • (BPT) *«^5e2flr*-*^t*5*> 

©ttJg*«j#-r-5i:tt>T?#. BPTA^is^^nxviS 

!KSi-e. x/t-fX*^e.BPT©STfc?i»^)i^#^*^3!5 
fctLTfc, §tt#tmi/i«fi£tbT. BPT©fl## 

[0 10 0] fj:i5. ±j^©fia](C*5tt-5BPTS$j?;^ 
>.x^'7i3T>h-jl^*tfT;^^;<X'(-7f^^8gS; 

>f 7'v©BPT©»ffji«-«. *$6^C>^^rU7'f ^'-T 
f^figLfcB PT*it»«#iitr«fi£.J:LTt><k<.io fcfc* 

L. c:©^-&t), u©B PT*&iW:^n<yi7«. ::rD 

->3 > • T— (BPT) C*3tiT?N 

[0 10 1] [eS:a^x-yi7M ( I CV) (CJ;^5S:S5^ 
50 x«>i?] eS:g5^a:vi'fl[ ( I CV : Integrity Ch 
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eck Value) iZJi^y'—^ScU^:sLy i7&m\Z-D\,-^xm. 
mr^, *f8??©««»C:feV^T. 3feS?xyi7fi (IC 

V) tt. x-5'|BtS^gC*SiW^ns=i>5">«>. Zfa 

[0 10 2] DESB&^Mii«fi£*fflt.ifcefeS^x-yi' 

M (I cv) ±^m^m \ 4{c5^-r. 01 4o«fiKfc35 

-v^^DO. Dl, D2. • • Dn-ltT'S) t" 
[0 10 3] «]Mtt (Initial Value (fi^T, I 

vtrs) ) .tDossffiawi&sfij-rs (^E-©iigm^i 

It'rS) o I 1 «:DE SBg^-fbSBtCXn. eJcffi 

■9^x-;/i7M (I CV) ^figiiK i c vSrffll/iTrtf-^'fb-r 
■2) (tti:'3S:E 1 .h-r-S) . E 1 *5 J:0:d 1 Srgf 

ffiW^SSlb. •?-©m:^J I 2S:DESBt^<t;gC'vAn. 
5S:S[^x-yi?ffi (ICV) ^figltK i c v^&ffl(,iTS&^ 

^k-rs (ffi:^E2) . etT. cnSriBIOjib. ±Tro;< 

N*3>-5^>U/^X'yi?fflICV tf-S. 
[0 10 4] 3{c®0>^j:tiCt*t«IE^nfc«aj;^lSn>7' 

IE, -rfit>-feicv' = I cv-T?*n«A*^«y-fe— 

'J. m^viuyryy. bpt. ^st^auji^'jr— ->3 

[0 10 5] I CVSr^fflbfcx-^&fi^^xu/i'ias 
ya-^mi 5\z^-r. *-r. 55:a?x-y^(^?^^7^— 
5'^&atBL (SI 1) , ttaiL.;tx-t5'lc«-p*lriTCsjx. 
«01 4©DESI«^j!!ia«!fiiSlcJ:r) I cv ^fffiL-r 

s (s 1 2) . ih^wjgm, ^ta^nfei cv iz^T- 
^mzi^m^nrzi cvt^itmv (si3) , — 

S (S 1 4*^5. S 1 5) ^ftl. x-i' 
CD5S:S*i*-2)i:*fJ^ (S 1 4*^^S 1 6) $n-5, 

[0 10 6] U/}^'5r-->3 >'JX hOefeg^'x-y^fflO 
eScSf'x-yi^M (I CV) ^figiHK i c v_r 1 «, 5=- 

32 1 (04#^j niz^m^rirz'}^^'r-'>3>^jx 

h (Revocation List) <D I CVfS$:^^-ti>-7X^ — 
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IS : MKicv.rlt. "Jjp^r— ->3 >UX h (Revocation 
list) <D I CVj»*4d6T-5^©IO»ifi : I Vicv_rl 

->3 ^'JX h • A— 5^3 > (Version) IcS-r^t^T 
^^•rs. *flcWtCtt. 5fefi5^x>y^ffi (I CV) ^BK 
ftK i c v_r 1=DES (E. MKicv_rl, Version' 
IVicv.rl) »cSt?(,>T^fi£^n-5. miSiC:05jti*«. 
yt— >73> (Version) ttSOSBtt (IVicv_rl) <omi& 
^mmiZ-7X^—9i : MKicv_rlCi:«DESt-Ht? 

3 >'J7. hweJ:®^x'yi7M«. c:©J;^»cbT*fiS$ 
nfc I CV^^SK i c v.rl^SfflbTfiJWMI Vrl 

(^^'JgR3 2 1 Cteijfi) SffltiTHl 51C^TI CV 
^fiK «lfi!c t i t> T*fT $ , 
[0 10 7] *fc> ZToyi; ■ /^-S.yya > • 5^—:/ 
(BPT) 05S:S5^x-yi7ffloeSca^xtyi'M (IC 
V) *fiK»K i c v_b p t tt. ^fexm X<D;>t^:'J 
-f >^7x-7.gB3 0 0©^^:Ug53 2 1 (04#M) 
f*qtC*&«rt^nitBPT<DI CVIi<£^fig-r^VX:J'- 
20 a : MKicv_bptt. B P T(^) I C vaSr^fig-r^^O 
: IVicv_bptt, B P TCDJSttit«tt'fC-&*n 
SBPT^S'J^^ (ID) tcSt?ViT*fiE-rs. :aft:MlC 
tt. efeS^x-^i^M (ICV) atfiKSK i c v_b p t 
= DES (E. MKicv_bpt. I D" I Vicv_bpt) tcS 

•rfiiT^«$n.5. 89iea:<ojft*tt, BPTwiDi«j 

(IVicv_bpt) <Dmmmmmz-T7.^—m :UKi 
cv_bpt»CJ:SDE S^:— K-e«Bff^{ki!lSSr*fT-r-£) <*: 

(B PT) 05gS:fi5^xyii'tt«. Cl<D±3tbT^^;S 
30 nfc I C V^figSK i c v_bpt^£jifflbT«3^M I Vbp 
t (;<^:«Jg53 2 1 C*&iW) *fflt^T01 51C^-ri C 
V^j««fiR»CJ:^T*fT*n5. /j::te. BPT©#ieflJ 
ffitbTt&JW^n-S I CVtt. BPTrtC05^-^tBP 
T^i^mLrzy^y"^ 7(D^m^ (ID) <£^tf^-:5'»C 
Se-pT, BPTO I CVg^x-yi^ 
tt, BPT<7)x-:5'5S:fi©*ftl<Z>*-&?)-r. P^T^-fTH 

*r©iEa^BPT, -ri^tfc^ft&^p^x-i-Tf'ntr— 
[0 10 8] Sfc. n>5=->>;/©-fei'i'¥fi:o5S:S5^x 

40 -y^ffl^Sfefi^x^y^ffl (1 CV) 4fig»K i c v_c 

o n t >7->*>'ro'\>yy (•fe^o.'JT^'f ' ^ y 

^) 'p\zmmt-^nx'^Wi^nr^o. iej.^f-jsi:T>. 

^rU-f >^7x-X<DBt^l!!l31l$3 2 0 (@4#M) 

T2ro=i>hD — 7 2 3 1 TUfT^tX^DE S - 

CBCt-Hicj;s«^fiasi-.koT:K»^n-5. ;in 
'b<omm\z-z>^'^x\t.yu—^m^^tcisim'i'X'mB\z^m 

[0 1 0 9] w»J:'5^cx-3'eS:fi5"x-v^'<7)igm, 0iJ 
50 A«U3l^ir-->3 >>J:^ h(05fegA<iqe,dMc;^ntf. 'J 
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•5B PTice5:S*<fe^.<i:fl^$nn«. BPT{cS^< 

■6. 

[0 110] [7^-5'S!*-aiL. ^#ii*.ffl31] £iT. 

[0 111] (.T'JUT.&mmmm.) ^-r. x/n'-tx* 

fii!l$-a:fc«^C:fett-5maS:Hl 6 SfflV^Tgi^gr 
5. 0 1 6 \t. &m\zm 2 lC*Stt%x/M X 2 0 0 (DM 
ffllgP 2 0 5 Oiiaa. *#J{C^^'J'f >^7'x-XgC3 0 

^•J-f >^'7x— Xg53 0 0«?Xx— 5'XUv'X3'©« 
Uli. t-vJ-^^y: 0 mm) . <JiI5'5r— >3>UX 

[0 112] S-r. xA-f X*^eftt--5t, S!l«ge«, 
l*3SB;A U ©7 7 0 ST X— r^;Hi?tKffl b n -7 > 
H*^t^:'J'f >^'7x-XSBfCj||(§ (S 1 0 1) -r^. 

<i (S 1 0 2) bT, 7 7^ Ji'iiJOSTx-r^;u*i^gp 

uj!)^?)^^^, mmmzmm (s i o 3) -r^. 

[0 113] ^c*5, y 7 )Vmr)'^X'r—-7 Mt. xA* 

-->3>'jxh^. &ax— ^7 7'f;u^X'f h'j 

[0 1 14] mmmt. f^g5^^:utc*&#rt$n;fcx-^' 
jc^tiK-r^^r-f^PfflosTx- (s 1 0 

4) -r-St, x-:/JHcS-^l,iT'j3Kdr-->3>iJXh 

(JDS^^-taLmiiSrllfT (SI 0 5) L. U sJ^ar-i/a > 
UXh<D-t>;/ hrj-7>Ki:, U^l^dr— ->3 >UX hSpC 

tu-f >^7x-x»csifl (SI 0 6) -rs. 'J7j?y- 

->3 >'JX hcD-b-y hiaStt. •J3j^^r-v'3 >UX 
Wa-CfeS^-^lcco^Uff UX h*i-tr>y h^ns 

ias©is. u 3j<y- -> 3 > "J X Mc u X h 7 y $ 

[0 115] U5j^^-->3 >UX hW-fc-;/ h3-7>H 
Uii^^r— >3>ijXh*IW«9g5*^e.§fi (SIO 
7) TSt, ;*^:U-1'>^'7x — Xtt. Xx-^XUv 
X^Wtv-^^i?'* 1 (tfv-) iC-tvh (SIO 
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8) U. U5l^^r->/3 >UX K©Bfea5^x yi7^<OBfefi 
^'x-vi^e (I CV) 4lK»K i c v_r 1 **J« (S 

10 9) -r-5, 

[0 116] >Jit?'5r-->3 >'JX h®a:a5^x-;'i7ffl© 
efef[5^x yi7tt ( I CV) ^fi^iSK i c v_r 1 tt. 
*xA'fXrt»Ct&iW$n&UjJ?'ir—>3>'JXh (Revo 
cation List) <D I CVm^^^'t^'^T.i'—IS. : MKi 
cv_rl<i:. 'JsJ^y— ->3 >'JX h (Revocation List) © 
I CViBS-^fiSf'S^WSJ^ffl : IVicv.rlt. 'Jjp^r 
10 —>3 >U X hroJSttfil«*fC-&*n« U 3Ky-v'3 > 
UXh-A— i?3> (Version) {CS-O'tiT^fig-TS. 

efeS^x-yi'tt (I CV) ^fi£»K i c V 
_r 1=DES (E. MKicv_rl, Version" I Vicv_r 
1) tcStJtiT^fiESnS. SCC0S*«. A-5?3> (V 
ersion) ( I Vicv_rl) ©g^teraSfPfCTX^ 

-» : MKicv_rncJ;-5DES^:-HT©B&^'fb«aSSr 

Hff -r s t v» 5 ie*T . 

[0 117] ^fC^^U'f ^i'^x-Xtt^jKUfcefefi 
^x-y^^tt ( I CV) ^fiK»K i c v_r 1 ^rfflt^TU 
20 #-ir-->3>"JX h©I CV Sr^fiKb. ^^U^-^- 

->3>uxM^ic*&iW;snfcjEbtw cvtro^^ffia 

( I CV = I C V ?) Sr^fr (S 1 1 0) f-S. 
*5, I C V O^fig^aStt. fJi^WSl 4-ei«BgbfcD 
ES^:-HCS-:?ViT. I Vrl<£ffll/i. ^fi^bfc 

5S:fi[^xyi7«[ ( I CV) *^»K i c v_r 1 Sfiffl 
b fc^fflS l;i J: o Tff *Dn^ . 

[0118] I C V = I CVT$>-5J^-& (SlllT 
Yes) tt, U7|?y-->3 >UX hdi&aWifeViiES/j: 
few-cfest^jje^ti. :3>x>:yoa*Wbms^© 
30 ISlc#RgpI«g7i£«^lc-fe-y hb. <J#^r->'3 >UX h 
•t>y h7 7y* 1 (-k-v h) »C-t>:/ h (S 1 1 2) "T 
■5. U3K^r->'3 >UX htt;*^U0^7x— X(^© 
pC^'J (0iJ^«^tUgB3 2 1 (04#» ) t»i(ft$ 

n. jts^isuffligB 3 0 Q-hmn^2 o s (02 

#^) *^6.;*xw'7S^n-=?>F*§#rsi-fe-y 
nfc'JJi?^r->'3>iJXh©;tx-fTi8giJ^^i:. x/W 

Sn. i§§ftS!lffllS?3 0 6*tSii^gB2 0 5*^e.n 

>x>U/©g?*-ttJb^![lStC#p'\>yy-k-y h=iv>H^£r 
40 Sft-r-St-fe-y h^tlfc'jTj^^r— >3>'JXh®3>x 
><>'iSS'J^^t. ^i9-mb*t*=i>x>u/©:3>x>-;/ia 

[0 119] c:©<tptc. Uii^y— v's >'jx htt. ^ 
^ 'J tStcaST X-r S ^ ^ 'J -f 7 X— X tc 

^, r!>5^>U/©SSfe^l:*3ViT;*^:'J'f >^7x-X 
50 [0 1 2 0] S 1 6©7D-®ift?B<£lKtJS. ICV 
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*ICVT-&«>«^ (SI 1 ITNo) tt. UsPdr-i^ 

[0 12 1] mn^m\t. xx-^xs!«-tijU3 

•7>H*;>^^ U'f >:5'7x-Xlz2lffl (S 1 1 4) 
h'>;-7 7i^*^0 t;^cofc:itS:^ft (SI 1 5) tV 
T'J^^—i^3>07.h±.y hyyifi:^^ (S 1 1 
6) fS. «?¥$n*U3K^r-->3 >-fey H^^ytt. 

ic-fe«y hstifcc:ts:3^-ri . ^©flswa-g-tto 
[0 12 2] (^f^y'^fTmnmmm) 

7"— yjPT^-SB PT (Block Permission Table) 
^rU'f >5'7x-7>{C-fe:-y hL. B P T S:#^,L^c;*^: 

[0 123] *-r, ^^t'-TT l*<i?3i;J?nfc«^(7)^7' 
W TSSKJaSlCOtJTH 18, 019 Sfflt.iTI5i?«-r 

[012 4] 018. 01 9 1C:feViTt)£ffliHC0 2C* 
1^-55^/^X2 0 (i<DmnU2 0 5©«IS, 

-H4&^.^T, ;*^:U'f >:?7x-XgB3 0 0(7>X5=— 

t'i'T 1*3^177^ : 0 mm . T lir-^ h7 

[0 12 5] S-r. Sfl^gPtt, xAWXtcS«$nfc^ 
5=-f 7 l-efeSJlt^&S^-r (S2 0 

1) . ^x-fT^S'Itt^a^^S^nfc^^^^W 7}gt>itcS 

^(C»o'l.iTfTt>n-S). $ilffllg5*«p^x-CTlT$.-5C:t 

^^mti>iLmmm-t. ^T^^fTisan^^H^^i^ 

•J-r >5'7x-XCiim-r^ (3 2 0 2) . 

[0 12 6] ;<^:U'f >:5'7x-X«. SUffllSB*^ 5. 
5^'<71^»nv>K^£Sfi (S 2 0 3) t^t, 7.^ 
-^'XU>'X^©f>?-77i^Sl (b-v-) JC^^tb 

(S 2 0 4) . /x-C 7 1 ir>fc*LT^^7'^' 7 1 CO^giJ^ 

( I D) <r>m.^mv^-7>\r^vkm (s 2 o s) s 



^ (S 2 0 6) -r-S. 71WI 

U:S^-i7 (S^^) ^x-f 7 lCD'JXht©tfc«^fiB^** 
fr (S 2 0 7) -r-S. 'Jd^y-->3>'JXh«. 5t©0 

jjt^'J'f ^i'^x— XlC-fey h7 5/7'$n. ■fe-yh7y 

10 [0 1 2 7] Dt— I Dd<UXh«f icSfiE 

^«^5^^7 Itt'Jjl^-^'Jt^^T" 
-f7T«;Jt<, *SSJCfiJ«nItgfj:^x-f7T'a&-5tW)£ 
(S 2 0 8lr*5l/iTNo) L, 7.7—97.VV7.9<r>:f^ 

y'^Timmy^ifii imm id-t-yh 0209) 

b. tv'-^^i'^O (#«) IC-fc-yh (S2 10)-r 
■5. S«I Dt-ScT^ I Dd«'JiS-5r-->3>'JXhf 
(S 2 0 8 CiSV^TYe s) tt. 

^•7i«u#-i'^*l^^7''<-7-c*0, W5atrfijffl-e# 

fiV^tW^L, XT^-y^S 2 0 9«W3a7 7^^WWS!l{b 
20 ffl,SS:Slff-a-rX5^-y7'S 2 1 OTtv^-^^i^SrO 

[0 12 8] SdflfgBtt. X5^yyS 2 1 1 

T, XT— ^Xg^*ajL3T> HSr;<^:'J-1'>:5'7x— 

x\zmmv. m^-y^ifiiio mm.) icfj:o;tc:tSr 

(S2 12) <D«, ;>tx>f 77 7i/ttliS«SLT 

(7^^ : 1) (S 2 1 STYe s) »C 

(D^jSkm^f^ffi^, mm iyyif : o) (s 

2 1 3TNo) tt. fflS**!tT-r-5. 
[0 12 9] ^A\Z. 01 9JCjti5»-, WPSBtt, P^T^^f 7 
30 1 im-r-5 7T'f;l'S<J0^T5^-7^;Hl?J/ttlb3-7>H 
€:^^U-r >5'7x-XfC2Hi (S2 2 1) U. ;<^U 

nfc -fei^^'S!S*-til La -7 >HS:>^ 5^ 7 1 tcSlfi (S 2 
2 2) L, ^T-fJUiJOSTT^— :/;US;>^5^-(7 1d^e> 

s«L, mmmzmm (s 2 2 3) -r-s. 
[0 13 0] iwfflifiutt, ^x-f 7 1 ict&iwsnfcx-^' 
cs*^£;-r«.7 7'f;i'tijoSTT— :/;^&s^B (S22 
4) -r-st. 5^— y;nrSt?iiT3^n-/^ • 
3>-x-7'Jl/ (BPT) 0^*-tilU«lSS:*fT (S 2 
40 2 5) b, BPTO-t-y h3T>Ht. BPT*;>t^>J 
^^'^x— XlCj^M (5 2 2 6) -r^. BPTCO-t-y 

hjasis. BPT*t=&^-e*^«-&t'co*-3iff^n. b 

[0 13 1] Zfnyi? • /^—S-yzya > • 5^— (B 
PT) O-tr-y hn-7>Ki:. B PT^&SfljSlSCA^^Sft 
50 (S 2 2 7) f -St. U-f >5'7x-Xtt. Xt^- 
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(S 2 2 8) h, BPTCD&fif^xyi/fflWBfefi^xy 
( I C V) 4j«aK i c v_b p t (S 2 2 

9) -rs. 

[0 13 2] BPT<Defea5'xyi7ffl©BScS^x-:'i7<i 

( I C V) ^fiEftK i c v_b p t \t, ^ftxA-f 
t-^iS^^tafcBPTW I CVigSr^fig-rSVX^-li : 
MKicv.bptt, BPT<^>I CV»S^f£-r«.^<D«J» 
M : I Vicv.bptt, ^y^^ T I DC^t^ViTSfe^f 
■5. acfi^x-yi/ffl (ICV) ^^IBIKi 10 

cv_bpt=DES (E, MKicv_bpt. jj^xw T 1 I 
D"IVicv_bpt) »cS::?ViT^^$ia-5. SC:©jt5^«. 
:^y'^Tl IDt«3»!fi ( I Vicv_bpt) ©Sfffii&SfD 
CVy^i'— » : MKicv_bpttJ:iDES^:— KTOBt 
^{kifia 5rSlfi^t-^ t 3 ,lCi»T* -5 , 

[0 13 3] :i*:»C;j^^:U-f >^'7x-Xtt^fi£LfceS:g 
f'x-yi'ffi (ICV) ^l^ftK i c v_bptS:fflV>TBP 
T©1CV' <&^fi£L. ^S&BPTrtfCt&iW^nfclEb 
CVffit©M-&MS (ICV =ICV?) SUfr 

(S 2 3 0) T-5. U.^. ICV W^^^aSti, 20 
050 1 4 T?Sil« LfcD E S =&- H irS-r^ViT, fflMM I 
Vbpt^fflVi, ^BKL-fcefejg^x-y^'fiS (ICV) 
®K i c v_bpt^jgfflbfciaStCJ:oTfT*3n^. 
43. BPTCD#«WaibT*&JW^nfc I CV«, 

TI D*^tr5*— 5'JcSt?t-iT*^^tnT*5 0, I C 
V<D^x-y^«. BPT©x— ^'efefiCO^^^^j.y^ce 

Tczi tr— ^tnfcB PTT;S<r»c: t«>«feilt>*ta«S;^5 

[0134] ICV =1 C V-e*^«^ (S 2 3 1 T 30 
Yes) BPT*<iESJtC^X'('7lC*&iS^$nfeefcS 

vy*l (-fe-yh) C-b-yh (S 2 3 2) "T-B. IC 

V ^fc I cv-eab-&J!i-& (s 2 3 itno) tt. bpt 
»c5S:a» D t*iJ5e^rn, BPT©#!!g«[i3Hc«-ry<a> 

tcj;0. es^-^^yttO t-fey h (S 2 3 3) ^tl 

[0 13 51 -^F> M«B6fflltt. X5^-^';^Si*ffiLn 40 

T>H^/^ 'J-1'>5'7x-Xtc3l« (S 2 3 4) 
t*>'-7 7i7'd^0 tfiofcdtiSr^fr (S 2 3 5TYe 
s) LVX^f-iJl-^yVV^ifS:^^ (S 2 3 6) 
■r-5. ffi#$ns^x-f 7 1-fe.y h77y«, BPTW 

[0 13 6] ;^C(Cp^7^-< 7 2*i7^/\*<7,lCfia$nfclS 

©i^t^r-rTzsss^aacoviT. 020. ^2\^m^^ 
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[0 13 7] mZ0<DX7--j'fS 301*^^5304® 
7.7-v:f\t. ;l5*^7 1®a[gfflSICi3lt«>X7^y:/S 
2 0 1 ~S 2 0 4 tl^«-C*-5<DT^?^Sr*BS-r2>. 

[0 13 8] XT^y:^S 3 0 5tC*5l»T. ^^'JO^ 
7x-Xtt. jjCx^7 2 t©«5:BIE*ttS«llfT-r5. 

[0 13 9] H2 2lw. #ta»Bt^:;&iC*fflt'ifcffl5^ 
(ISO/IEC 9798-2) ®«aS->— ^ >XS:S^-r, 0 
2 2{C^t>Ttt, ^^ati«^7&iCtLTDESSfflt»T 

5. 02 2tC*3tiT. S-r. B*i6 4tfy hroa&Rb 
i&^fiKL, Rb*5j;0fgB(0 I I D (b) S:A 

lc2l«T-5. cn^SffibfcAtt. Sr^ctc 6 4 tfy V<D 
SLScRa^^lSL, Ra. Rb, ID (b) ©JSlC. D 
ES<OCBC^:-h*T®Ka b <S:ffll.iT5^-5'Srrtr^ft 
U. BlCjIj^-r-So /J:*3. iiKab«, AiJiZ/BJC^^ 
a®SSSi». ^iia-t?$.S. DESCOCBC^:— HSrffl 
lifcaKabCj:4Bff^<kffiS«, «^«DES*fflVi 
fcmSfc*5tiTtt, KJWMtRat^^teWi&afPL. 
DE SB&^{kgBtC*3ViT, ®Ka bSfflt/^TBt-^^kb. 
Bt^XElS^figb, MttTHt^:S:E 1 tRbt^Sfflfi 
WIfeiifPb. DESBif^<bBBlC*3ViT, aKab?&fflti 
TBt^^kb, B&^^E2$^fi£b. ^etC. BiF^XE2 
^iID (b) <h^gfflfi6<]ISafaL, DESSt^^kgetCiJ 
l^T, SiKab<£ffltiTBff^{kbT*^bfcB»^:StE3 
tfCi:oT2l^7'-:5' (Token-AB) ^^fig-TS. 
[0 14 0] cn^£SfibfcBtt. ^flT^-rS'*. ^« 

tJIKab (KSEft) TS^IbT?.. S^T^-^'OS^fl; 

*-r. Bt^5CE 1 ^^lESKa b-e«^^kb. 
lO^Mt^ffflM^afPba&R aSr#^, J*:fc. Bt^:3: 
E 2 SrSIEIiKa b-CSL^Ikb. -5-©!^*^ E 1 *Sf<t6 

MSfeSfpb, Rb*»s. st^:J:E3*KiE^ 

-KabT^^-fbb, -e-WiSmtE 2?&S^<i&W^afP 
b. ID(b)i£:^-5. bT^^nitR a. Rb. I 
D(b)(0^-&, Rb*3«tU^I D(b)75<, B7&^j5Htbfc=b 
©i— a-rsd^tfettf-s. C:®«^iHC3lofc«^. B« 
A<&IES5^Ct>© t bTSSSE-r^). 

[0 1 4 1] JkfcBtt. ^iEafC^ffl-r-2>-fe-y->3 
- (Kses) ?£SL»:iCJ:^T^)s£r^. ^bT. R 
b, Ra. Kses©IKtC. D E S©C B C^:— HTS 
E4^-Ka b<&fflV^TBt#{tb. AlrilBlt-S. 

[0 14 2] ^in<&§«bfcAtt. §«7^-^«:^tE=^r 
-K a k e T'tt^^fcTl). §{tx-3'Oa^^b:5fett. 
BOm^t^kffliitl^^TfeS. c:5bT»^>nfcRb. 
Ra. KsesOrt. R b*3<j:O^R a*<. AA^^Htbfc 
*)©<»: -StT2>A^«IIE-r^. dW^ECaofcil^. A 
«B<&iESJSfe<0i:bT^iE-r-5, Sl/MCta^5rKiIb 

«©rc:*©^t®atbTfijffl^n?>„ 

[0 14 3] A^*5. Sftx-^S'CD^iKDISJC. :^:iE. ^ 
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[0 14 4] @2 3, S2 4lC*^?B(Dx/W 

^7?mzisii^^s.mu. m (-fe-:/->3>s) ^wjas 

7n— Sr^T. 02 3. S2 4t*3liT, fciB!l*<xA*'f 

D - 7 ic *3 »t s a T s •& . 

[0 145] iT, J>^xw7'2 3>hD-7A^SLS:R a 
Sr^^ (S4 0 1) L-. R aiJ±Z/SEO I D-ea&^);>c 

(S 4 0 2)-r'5. einS:Sm(S4 0 3) LfcT^yNW 
X^^rU-f >^':7x— X«, T2 I D 

SJfflfit (IV_ake) ©»teiigiftJlriB<03fWr 
SSfEft^^fflVX^'-ft : MK a k e UD E S 

Bt^<t:^a31=&ff?5:oT^liE®Ka k ei&^fiK (S4 0 

4) T'S. se>ic. 7'n'r;^><^:U'f >^7x— 

SrfcCfSLftRbS^fig (S4 0 5) SJ»iffiIV_a 
u t htRbt^SfffiWilSftb, »Ka k e4fflL>T 

B»^{kb, b»^:s:e i mi-fxtisnxE i tR 

at^rSffl&MliSfPL. »K a k e ^rffl^^TSff^^bbT 
II»^5:E2*^^L.. $8.13, fft^XE 2 t;* 5^^-7 2 
I Dt^rS^ffieg^SfPL. liK a k e S-fflViTBt#-fkb 
TB&^3tE3i&^B£L- (S4 0 6) , it^bfcT^-^J'E 
l\\E2\\E3=S:y^y'^72Zl>Y'a-yizmm (S 4 
0 7) -r-5. [II] tt. x-^'©ilS-&*lc?lct--5. 

[0 14 6] CinSrSW (S 4 0 8) htz^y'^T2a 
>hu-y\t. ^iI»K a k e -C«#jt 

(S4 0 9) t^. S<i7^-5'<D^^{b:&&«. ^T, 

iit#:stE 1 ^mmmK a k eTs^fbu, wmmiimm 

«^a?aL.a^Rb* Bt^:5:E2<£^tE 
»KakeT«^U. -^-OiK^t E 1 *S^<l!ie«)iiaifP 

Ra' m^SCE 3 'SrmmmK a k 

e-e®^b. ^©IK«tE2*»te6<>iiaidb. ;>C5^-f 
72 I D' ^#-5. Cl^bT^^nfcRa' . Rb' , 
;*X'f72 ID' (D^-fe. Ra* 43J:y^^x-(' 7 2 I 
D* ;?Cx-f 7 2*t2imbfct>(04:-St-r-5*>«IIE 
(S4 1 0. S4 1 1) t*?*. il©^IElCfflofc«-&. 
;^7^^'7 2«7^A'f XS:iE^;^ct)ODa:bT^iE-r^= R 
a' *5 J;y:p^-7^^ 7 2 ID' t^-ScT 
fe-pfct^H. ffiSKSE*<*fiJt (S4 1 3) Lfct)©t 

[0 14 7] 'A\Z^7''<7 2n>hu — '7\t. ^SE^tC 
v'H >=*^— (Kses) <i:bT<Da&<&^ 
^ (S 4 1 2) TS. S2 4(D7.5^!y:/S 4 2 1 

tiSV^T. Ra. Rb. KsesCDBBlC. DEScDCB 
Ct-HT^IiE®Ka k eSrffll.iTBt^'fbL. 
jj^^iU-f >^'7x-XtCiSI« (S 4 2 2) -r-5. 

[0 14 8] ZLtl^^m (S4 2 3) Vtc'T/'^'f 7.^=i: 
^J-O'S' yx.--7.it. S^x-5'^^liEliKa k eT« 
n (S4 2 4) TS. C^LT#e>n;fcR a" . R 
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b" . Ks e s<Dp^, Ra" tSit^Rb" ifi, =rl^<7. 
*<2l«Ufct>Ot-i5cr**^«iE (S 4 2 5. S4 2 

6) -r^o c:<D^IEfCffiofc«^. T^AM Xtt^7'^7 
2*iEa;a:=b<OtbTi8IE (S4 2 7) f^. a^^lCffl 

(3 4 2 9) b. giE«<7)SSS®m©fc«)©^ta»tb 

Ra" *3J;r/Rb" MfsT^-^'i:^ 
-aX'^ofct^tt. 4aSSiIA<^flS: (S4 2 8) bfc 

10 (0 14 9] 02OJCB5O, ^^T^-f 7 2 ©gglfflgto 

tiT^?BS:i^tt-S). X5^>y:f S 3 0 5lr*5ViT±^<Oti 
SSH. »**«lS*i*fT$tl. X5^5/ys 3 0 6T-ta 
SSiEA<^a)b&Clt*<«»S$n-5t. ffiSSSEfflS^ 
tcS^bfc^T^-f 7 2 0 I Dt, lElC-fe y hSnxViS 

«UXh<h«H:«M-&**fT (S 3 0 7) -r^. 
[0 15 0] Smi Dt— iSc-r-5 I D*<'JXh4'tC?^«E 
b-^*^^fcJ^-&tt. S«^7^-<'7 2ttU5}^-i'*f^J<5' 

20 (S 3 0 8 lC*3tiTNo) b. Xt^— rS'X 1/ vX^'TO;*. 
5''<'7 2^rS!l7^i/'*l (MWi) (S 3 0 9) 

b. f>?-:75^^£0 (.wm tr-fe-yh (S3 10) -r 

-5>. I D<i:— gc-rs I D*«U5j?y-->3 >'JX 
(S 3 0 8 ICtS^iXYe s) 

-i'7 2tt'j3)^— i'?#Jfe;>C7''<-7t?*0, WJat;fiJfflX€r 

;^i'^tfij^b. x5=-<y::^s 3 0 9 ro^^?i7 5i''rowa'fb 

l!aSSrS^ff-&-rX7^>yys 3 1 0 Xtfv'— ^^i^'^^ 0 

(^«) tcir-yhbTiaa*«iT-ri>. 

[0 15 1] feiffllgPtt, XT^-yT'SS 1 \\Z^\>^ 

30 T. X^-:5'Xgg^!*-liSb=l^>FS:;*^:U'f >:5'7x- 
XCiUftb. tv'-^^i^diO (^«) lC/<f:pfcc:i:<£ 
ti^ (5 3 12) ;>t7'^'77 7i^!Kfii*?tKbT 

(:77i^ : 1) T-S.^«-& (S 3 1 3XYe s) \Z 

«^«!ia?&i^ff b. mm {y^^f -. o) x»*«^ (s 
3 1 3XNo) tt. «aa*i^7-r«.. 

[0 15 2] 0 2 IfCit*. iW«l86tt. ;^^W7 

2 c iif 7 T -f -'I'i'J 0 ^ T 7^- y ;n*t^ m b n V > K 

^p^^rU-f >^'>'x-XCj^« (S 3 2 1) b. ;i<^'J 
<>:S'7x-X«. y7'^)VnKi^X7—^)V(D^m^ 
40 nfc-bi'3'Si*mb3-7>KS:>^5^w7 2lcai# (S 3 
2 2) b. 7 7-fJl/i"Jt3STv^— ::'";PS';<5^-f 7 2*^6. 

§«b. mmmzmm (s 3 2 s) -r-s. 

[0 15 3] ^5^-f7 2Cfeiirt$nfc7'-^' 

i3^#«i:-rs7T'f;PS'JDST-7^-r;i'S§<I (S3 2 

4) -r-St. 5^— y;KrS:^t>T:^n-;/^ • A-s<v-> 

3>-T— (BPT) (TDg^i^mbfflgSrllff (S3 
2 5) b. B PT«)-t-;/ hnv>Ht. BPT^;*^'J 
-r>^'7x-Xt3lfi (8 3 2 6) T*. BPT<D-fe-y 
hJQatt. B PT75^W3ax$)-5«^ICCD*.|lff^tl. B 
50 PT*t-t,;, |,$tX-5t. P^7'-<7*»^.©n>-r>>>'§^ 
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[0 15 4) -^uyi; • n—=.yzyB> • 5^— (B 
PT) <D-fe-y BPT*feI»SSA^e)§m 

(S 3 2 7) -r-St, y^'J-f >3'7x — Xx- 
:5'Xl^>'X5'(0ev-:7 7i?'* 1 (fv'-) \Z-^vV 

(S 3 2 8) b. B PT<08S:f[^xyi7ffl©5fea5"i-;/ 
i/ffl ( I CV) iJsSftK i c v_b p t (8 3 2 

9) -rs. 

[0 15 5] BPT©efca9^i-yi'ffl«)5icS^i>>'i'ffl 
( I C V) ^figliK i c v_b p t fi. ^«i)-rA-f Xl^ 
CtSiWSnfcBPT© I CVa^*iS-r-5-7XiS'-« : 
MKicv.bptt. BPTW I CV»5:^figf -S^OTlOW 
M : I Vicv_bpt<i:, ;<7^'<' T 2 I DtcS-r^t^T^fig-r 

•6. a^twictt. es:a5^x>;/i7is (icv) ^^»k i 

cv_bpt=DES (E. MKicv_bpt, •y'^T2l 
D"IVicv_bpt) icS-r^V^T^fiK^n-So S<?5jici*tt, 
/''f^TZlDt.m^m. (IVicv_bpt) (DSfft&lHSfP 
C-7X^'— » : MKIcv_bpttCJ:SDES^:— H-CroBt 

[0 15 6] J*:(C;<^U-f >^7x-X«^fi£L-fca:a 
^^x-yi'M (ICV) ^fifcllK i c v_bptt I Vbpt^r 
ffl^iTBPTOI CV ^«e)BPTrtfC*&J(fl 
^nfcIEb^M CVMiOBS-g-ifflii (ICV =ICV 

?) S:^^T (S 3 3 0) -r?.. ;^J:*3. I C V <o±^«a 
Stt. M^WS 1 4T'lftB«tfcDE S^:- HfCSo'V^ 

T. ia»iffll Vbpt^ffliv 4^bfc3S:a^x-y^<i 
(I CV) ±^m.K i c v.bpti&jgfflbfcfflStCioT 

ftfcn^, ^c*i. BPTo#«if«tbT*&iW$nfci 

nx^O. I CV(D5^x-yd7tt, B P T©?'— i'SScfi® 

wiiroi!)^/ie.-r, ^7^wT@^(^iEa;^BPT. -r/it) 

CO 1 5 7] I CV = I CV-ca&-5«-& (S 3 3 IT- 

Yes) »i. BPT/6iIE^;^^7'^Tlc*SiW^nfcgi:tt 

(-fe-yh) (C-fe-yh (S 3 3 2) f-S. IC 
V =!fc I CVT*Sig-& (S 3 3 ITNo) «. B PT 

\z^'^h^ tn^^n. BPT©#i8«asfc*-:5<3> 

\Z^*). tf>?-7 7i^ttOtC-fey h (8 3 3 3) $n 

[0 15 8] ~i3. um^m\t. x'7—df7.m^\hh-3 

■7>H^pC^U'f >^'7x-XC3l« (8 3 3 4) 
f>7-75i/*^0 ti^tofcCliSr^f* (S 3 3 5-CYe 
s) tbT^x-f 72-fe .y (S 3 3 6) 
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-r-5, «#$n-5^xi'T2-t y h77i^B. BPT© 

h^rnfcCltSrS^-ri . -5-©ffi<Dig-&tt0t>i«>. 
[0 15 9] {^-■S'yr-( 'A\z. =f 
— ^'^T'-f ;p©^^aibMSC-:3t»TH2 5«70-^ 

(^85;*^:'J. :>1-SB^^«J (/x-fTl, ;*7^'rT 

10 2) ©ti-rtiA^fcftjwsnfcT'— ^'^T'f >»K©st*-asb 

A'-f xrofeltaigf. *a(ld<5^/WX<0;^^r'J'f >^'7x- 
X©«!lSTfe-6. 

[0 16 0] fWffllSPtt, ^T-f-JUtlOSTT^-:/ 

;P (017#M) *^e.Sgi5»-aib?*^x-^0-fe^^^TH 
l^X (S (1) ~S (k) ) (S 5 0 1) b, ^ 

^'JO^'^x-XClSt^bfc-fei^i'S (i) IKi^tiJb 
3T>H*W*2I« (S502, 8503) -TS. 
UO^^x-Xtt. -fei^^S (i) ^*-lllbav>h* 

20 (S 5 0 4) ■T'&i:, fv?->'^yS:l (fi; 
-) (8 5 0 5) b. Sm-fei7;^8 (i) A^rtSP 
^^UTiV ^gB^^rU-Cfe-5*-»*«^ (S 5 0 6) b, 
^1-g5^*Ut?*-5J^-&tt. ;<5^^'Tl-6^p^7'-<T2©-fe 
vVyv^ii^\ (^^T^-fTJi^W^lC-fc-y hStlTt^-SC 
tS^f) -C*-&*^**iJ€ (8 5 0 7) b, -fe-yh^^ 
y*< 1 TS>-5:g-&tCtt, $ D y^n- 5 -y -> 3 > 
•T^-T/JP (BPT) &#MbT. BPTA<^*-aib>tt 
^■C*-5-fei7^'S (i) <£SE*-aibflFBIM«:/D-y^t 
bTt£5£bTl»-5*»Sr^aj^ (8 5 0 8) fS. BPTC 

30 S^^tt}bfflFnT-/P-yi'(0^^*i*-5«-&tC«. ^I-SS^^: 
U5&^e)MS-fei'^'C07^— ^'^SE^tBT (8 5 0 9) . 
[0 16 1] tS.^. Si*ffib?*«5'-i'*<BPTfCJ:« 

tt, X7^-yyS 5 0 7, 8 5 0 8ttX + -yy-r^. X5^ 
>y^S 5 0 7. S 5 0 8«©*fl3£;5moTfe-5:^'&. 
to^-fei/^8 (i) ^♦&iWbfc^7'^7®-fey 

dn-entti«'&, BPTJc-bi^^^s (i) 
*mbtfnj;«,t^^$nTti;itii^-&fr«. X-X-y^S 5 
1 Stcii*, S^i?^ffibX7-i:bTSE*-mbfiKa»77^^ 
40 d*0C-fe>y hSns. 

[0 16 2] X7=--y^S 5 0 6~S 5 0 8©*ij:£yo-y 
i/fCtSV^T, J*^-fe^:$'S (i) <0^*-ajb7!)«3^fT^t 
^^U*^e.K^-tri7 5'*^^*-tii^tl. -fe 

s-c?<KofrjEffls*<*fT (s 5 1 0) ^fn. koitie 

A^fiKttbfc (8 5 11) :itS:5g^b. ^^5>-aibEKa7 
7^^5:1 (fi£5b) ic-tyhb. g^i^aibiemS:yN*-y7T 
tC*&iW (8 5 12) b, Ify-v'^ySO (^*8) tcK 
^ (S 5 1 3) •T'S. ^OfTiEtC^SJfbfci^^li, 0!^!*- 
50 aibfiK5»)7 7yS-0 (^BJC) (8 5 13) bTiffl 
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[0 16 31 Sfc. mmmt. y^^y-fS 5 1 5-S 5 ^UibT. tv- >'^i?^*<0 <D«!ilc;feViT, S^ii^ 

*A-y:7T?&^e»SiomUT»#b, y HU;;^*li^*:'i'> z^;^t«OSTT— -/JKojeSr^asS^ff (S6 2 1) 

ft^^-r-SjaS^^OjgL^fflx, -r^TCD^^tBL^ttl^ chci:^fC^^U<>t^7x-7.lc2im (S 6 2 2) 

-1'JI/*«BELT^Qa*jSI7-r'5o 10 3T7^-r^;K^)«#2.*i!lS**fT (S 6 2 3) T^o 

[0 16 4] (>'T<;P##ii^iffla) "f—i^y [o i 6 8] [-ti/^^fi^Mt^n^i^/^Pir^ffctii^iSfflbfe 

r^;K0«#ii^fflgJC'::>(/^TS2 6(0>'D-*ffli.^T B&^>fl:5aa3 -fei^^^figfc^SUfcBt^^bSiSriiffl 

(^5^wTi, ^f^Tl) (Dy^^-ftifs^szy r ^ )V ^fc«)lczi>7^>^yffitcj*-rs»t^{l:*ff -^^i^^^/^S^s 

[0 16 5] *-r> s«ffliS6tt> s#ii^3*A:7r'f y^yv^^x^^tin^^i.. ^n^n^m<s^^mx 

(k) <h-rso ummt.. :k\z^'f-^D (i) <d#^ 20 5'>ymmto:>m^\^^^ii\^x. ^^^ffimi^^n^ 

{c-tr^j7 5^S (i) S^ii^nv>Ha:. t'-^^D (i) ir^i7:5^(7)S:^ctt8/N*-f h (DESco^-g-) ^;t^^l6A 

^)li:;*:2lfg (5602-5604) "T^o >^^U-r>:$7 <h (hU:/;UDE5 (Triple-DES(D«'&) ) (Oiilfffi 

(5 6 0 5) -r^h. \iV-yy^^\ (Ife^-) JcK IS^tlfc^^UM«<D7'-i$^®«*«^l>$-&Tb*'5 C 

^ (5 6 0 6) b, §fg-fe:^j7^5 (i) ^tf^gBp<^U L\zf^Ki. ^fflJtjff^b<7^cJ:V^. &iri^^(7)^- 

^i^g5^^uT-^^7:>^^*ij^ (5 6 0 7) ^i^gg^ ^w^wz^<D'^^^^m^i\:T^ti^(om^^wrr^^ 

"yifffll {:^'f^Tfflmmz^v h^nx\^^^Z.h^7ri m(OmM\z\^^—^^mnfS.<ts,^tz.}bv^—i^'^^Xtfi 

•T) XS>^t^^n'& (5 6 0 8) b, -tvVy "yaffil 30 BMO bTb^5 ca:<h, . ©JffligBffl'JT^ T-f ^Vi/ 

(BPT) ^#MbT, BPT3&^#^i2w;5^*f^Tfe A e«:^r:fe^i^I:^HSr^6^S^:r^- 
-5't475^S (i) *S#3i^ffoIJt«yD-;i7i:bTK [0 1691 -tJlT, ^^^BtOxXT^A-Cli* 5tJClHg« 
^bTV>-57&^^iflJ^ (5 6 0 9) -r^o BPT(C##3i b^#n >'7^>^>^(Dj|H41tffiT^'5-t!:^:x U ^ 
^^'^^Uyi7<DWL^ffi&^m'^\Z\t. ^^i^\zn^s\^ (07#M) (Dtt^ pC7^.< Ta> 1 ^ D i7 
TiS5£rSSOfriEi?9F^*:t^ (56 10) b. ir^^^ 0 0-fe^^^»:M^cMlS-r^M<HcDtt1«ffl*»«rtb, ZLtl 

s (i) tc^-i^D (i) tKOffTiE^F-^sr^ojtsgB ^^^"^i; ^\zn'r^mmmiLVxmm^^ mm 

1 (fi£5b) {c-tr*yh M) o 0 7 Jc^bfc-tr^:iUT*><^^yi5^4^<^Kc_Encr 

b, Miy—y^if^Q (^fll) tCiS^ (5 6 14) "T ypled 0 c_Encrypted 3 1 3 2 e<7D5&-^{kaK c 

40 ^^-To ;a:*5. [Encrypted] ^en-^tK^^ftK c tJ^^ 

[0 166] m^iL^if^^^-^t^Bv T\z^^ Bt^>fb;^nT^«^$nTi^^ d (h^^To c:ne><^«^ 

fe^^-g-fri. X5^^yy5 6 0 8. 5 6 0 9fr^X=*^^yy-r bTir i7 ^'^fiSt^Bff^ikai: bTffl V^^lgfiKt bfco 

So X7^-/yS 6 0 8. 5 6 0 90«5t;&moT'fcS« [0 17 0] E 2 7 IC. n >5^>^y (T^'s^v bT 

■r;S:3b'6 ;?c y^>r 7 coir >y h 37 ^ i/30n TJ^c^/^^-g-, :3 yv^yy \zn^-l.X±^^ri^^^:i. ^J^^^y ^\z 

^rctt. BPTH-fe:iJ7^5 (i) <OS$3i^ffFpl7^;^^^ *5ttSII*&JW«£S<h, ^^(^mm^lkhLf^ 

$nTi<^7i(/^«^{C«, Xx*yy5 6 1 3tCii^, Sp<^:Urt<7)&-t^:J^ t(O^t^£;$:itt?^rS0S:^*ro 0 

iX^?^.X^-,i:bTS€rii^fiK5?):7^^S0JC'fe*y hf 2 7 (a) 7 *ffll.^TSl?3bfc-t^i U -t^^T 

-5. ^y^I^C7)ai&JW«^^ffiB&ibbT^b;t0TSSo 02 

[0 16 7] Sfc, SUffllSBtt. X7^u/7'5 6 1 6-S 6 50 7 (a) <^ir^:i. U x-T 's-;/ ^^tcfrl. Kc (0) -Kc 



( 

39 

(M-1) S-CWM<B<0» iii^mt 

[0 17 1] cayum<D:2>y^>y=¥-\i.. fisiAtf0 2 
7 (b) C^-r<k5C&'«r*ti^-ti7^'»cm#tt^nT 

fr^Jc^^^-yv'a.pt^'Jtt. 02 7 (b) \z^-r^o\z 

f--^^mmmtii-:fay{7mmz^tii-^n. ^fu^^ 
\t.^i^\z^^-[Li;^\z^m^nx\^^^, 0ijx.«SKc 

(0) :^'f:^)(r>%':fuyi;<D-iii;^Q\z^mti>v^ 
-^'©Bt^^kffitLTjgfflL. filKc (s) ;>C^U 

-r-5. ^^>IC, liKc (M-l) ;*^:"j<D=&yn>y 

[0 17 2] CK^i^tC. -tri^d^tCS^jCLTST^CSBff^ 
®<&jgffl bT5^-:5'Sr*&iW-r ^ C t tc J: C feiW^^-^ 

(ex. n>^>^>') o-fe=^^aLU^w*<iei4&^ns. -r 
-feto^, 3>5^>>;/^fl:sio«)»-eiit^fl:LfcS^ 

fc^fc^U. 2t:«figt-i:n«. 1 ■:^<^licDJi*(::J:t5T7^- 
[0 17 3] Bif#<k7;p=fuXAtt. mfLUi-oom^ 
affl^n-s, >'>^;i'DEs-ettfcC<. Bg^ikic 

2 ■:3JEA±roli*^ffl-r-& h U ::^;i'D E S (Triple DE 

[0 17 4] h'J7';i'DES (Triple DES) ©f^aa 
«^«SJS:E2 StCTR-r. 02 8 (a) . (b) t^fJ: 
5lrhUy;PDES (Triple DES) tL/T©«|figlC 
tt, «^WtCtt6tT©J:5;^t2^<OSJS:^ffi«**3&-5. 
02 8 (a) tt, 2oOBS^ii$fflUfcCTSr^-rt)<OT- 

aucj;sBif^<b«!iig. m2\z^i,''S.mt9m. 

Ki. K2, Ki(om\z2mmm^^^. 028 (b) « 

Bt^^b^aa, »2lcJ;SBt^{t;^^la. seicasicj;^ 
mm\:9!iM<r>mz9m^m->' zmti^mmtViM^n 

m\t. Ki. K2. Kz<Dm\zzmm<nm^m^'> 

t?, '>>i';PDESClt|!iUT-fe+3.UT-'f3i**|6l± 
[0 17 5] 02 9»C, ^^:UtC*&ife^-r^7'-5'WS-t 

^^mzmi^ 2 o©BiF^it©'^7 <&jgffl UT h 'J y^u 

DESlCj;?)Bt^<biaaSrffn£-:jfc«^0iJ*^T, 0 2 

(0) <fcKc (1) <D2-Z)<Dlii&fflViThU:/;i'DES 
BS^fb^EfT/iti. -ti'tJ'stt. S»Kc (s) tKc (s 
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+ 1) <nz-o(Df^^m^'^xh^)-:f)VT>ESvm{tt:^is. 

-fei'3'M-ltt. ttKc (M-l) iKc (0) © 

2 0(Dii?&ffi(riThU:^;i'DESBiF-^{t;SrfT/i^. c:<o 

«^T'fc, ^yy\Z^mr^^mt. MOTfeO, 0 2 

7 (a) X7h\^rz.mi&iim.^mm^'<±^>z-m\t.is.<, -b 

[0 17 6] ^e.ic, mzo\zmis.^wM.x<r>v'—^v^ 
m\^m^m^^t. 03 oa. ^^^i<D%':ruvi;(D2 

10 T. 2 0<75«*ffl^»ThU7';i'DESBiF^ik*ff>6:-3;fe: 
03 Olr*-r<t^C. S-:^0-yi7©-fe^5'^' 
Ot-fei'^' Itt, l8Kc (0) tKc (1) 0D2O05» 
*fflV»ThU:;'';l'DESBt#ft;*ff&lV -ti7^'2si: 
•fei75'2s + l«. »Kc (2s) tKc (2s+l) 
(D2t>a5li$fflViThU3^;i'DESBiF^^b€:fT?Jj:tV -fe 
i7 5^M-2 t-fed7^M- Itt. f&Kc (M-2) tKc 
(M-l) (D2-r>roa*ffltiThUyJl'DESBt^Yk* 

[0 1 7 71 02 7, 02 9. m3 o\z^-rm<r>mz 

■<rfj:«(£*^^tlT'&^. «SJ^«. 02 7. 2 9, 3 0T 
ViS*^ «sj^«i:i':J'g:AiMCCit#. t&iSflSSSc$:N (N 

<M) tbT. ■fei^iS'ot-ti'^stti^Da-eB&^fb-r 

-5^0D«fiEibTfeJ;ti, SfclSiWttScSL (L>M) 
[0 17 8] ^ili^1S'm^<Ocjkm.^:I.•yi^m (I CV) 

©(=fin]«i^] ;^:fc. ±i7^mu(Oi&s^ji-yi7m (ic 

-Dxm0S.^n^y'-i$'\z'z>i^x. ^-oiE^tt^&fii^-rs 
-Kictt, 3 >7->y^-^±ii^(Dmmji^tztti 

ifibfcefefi^ai^yi'ffl (ICV) *#]bn$-frS«^i-r 
40 [0 1 7 9] Sfcl CVSI&i|rtT'S«^. 

ttT^- ^j' SB^^iTx- ^ *^^»^tH-r saa?&3iff -r -5 * 

50 ZLizfi^'Z-'^tUO. ^(DiSim^^nt^tzifXDy r-i Jl 
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c:ne><oi cv?x*yi7*^fflg8TfT^<hft:^t, mm 

[0 18 0] ^^m(Dy'-iS^!&wmS\zio\,^r\t. -tr^ 

\z I c v*s^L. -e<7) I c v^^fis**^'-^^®^ 

fiJfflT^^o ^fc. JtSSBt:: I CV$:R< diiT. 
[0 18 1] 'f-9^mjh^mtn\z\X. :A^^)^>i^y 

Xgg3 0 0 Jc*5V:^T&-tz:iJ^^$^(^ I CVSrfh^bT, 

mzm^ctsmm^^nT^. 

[0 18 2] «-li^i5^-ei CV^rftia-r^A^L./J: 

<^^*^Sr. ir^^^o-U-T^-r ^^y^ (Security Header) tCfB 

^yy^<Di cvy^if (icv Flag) ffi. yn-z^rto 

■fe57^$^S (32-tr^^) 5J^<0'7^^S:^'^, yD^y^rt<7) 
S-ir^^^^O I CVmu • ^^Jfja^^-To «HJx.«0 : I C 

[0 18 3] a-fei7^ro5^->$^^ij^gp^5i:gS5«fie$:S 

3 1t3:STo 03 1 (a) CO^o\Z. ;<^U (37 ^ v 

-Dzfay^^&mmz^mvT^ifi^n^o (b) tcs 

oT^T^-i^^ (ex. n>7^>^;/) tVrm^W^tl^ 
fi^JA«5 1 2*^<.^til 0 2 4/W hcD-^-^fiJfflSB 

(Error Correction Code) «<7)1f ffi^t&sWLfcjLSSS 

[0 18 4] z,<DK&^<ommiitm^m e a< h> » 

LT^^L. "f-^ {zi>T->y) m^MD9&m\zi^^^ 
x\tm^w^u^K -mz. KS^mz^m^n^Ecc 
tt, K^^^i^^mmi^r. K&mz\t4^^mmi3L (u 
^-y^mm) i)^^tE-r^o ccD^j-^-y^mmz^-^ii?^ 
o&s^x^yi^M (ICV) ^^m-r^. 

[0 18 5] K^mzl CVS:feiSflbfc«'&C07'A-f X 

cor/r^^bv'XT'AJCctSx-^'gBcoajefflratt. 0 3 
1 (c) Jc^-Tctofc, JEfi^tc^^-^'chbTMffl-r^t) 
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[0 18 6] *«^JC<fcO. «&<D-lri7^^T«fi6*nS 

m^^o escg^x^y^fflco I cv^7L:ggeJcAn 
^d^T. y'-is^m\z^^^>^-is^m^^'t(D^^mm 

(Diem, iEH.^ (efcfi&u t«^$nfciEUv^-fe:d75' 

[0 18 7] [y^y'^TP^<Dmmm\Zi:^U>y^>ym 
(D^^mm :k\Z. ;<y'>cT\^<Dmmm\Z^^^>y^> 

ymcD^waimmmz^i^^xmm'r^. 9c\z. mi^m 

±i^:L^J5^^^yy\Z\ts ^»^^(D^^9^tl.X(D 
m^<DZiyy^>y^— (K c_Encryptedxx) . :fec}:^/ 
3>'7^>U/5='x*y ^fiS^fiKSi (K i c v_Encrypled) 

[0 188] Z,tX^<Dm(Ofi6^it(Dl^(Dmmt. ^-56 
T^AWXOp^^U-r >i5^>'x— X<D^^US53 2 1 (0 
4#fiB) iC^&JW^nTi.^'SgaiiiaiKci i s ttCctoTSt 
mtVX^mt^m^ffi&^o m^\i> Kc_Encrypte 
dO=Enc (Kd i s t, Kc (0) ) X$>^o ^Cl 
X\ Enc (a, b) f^, b * a'rB&-^<t:bfc'7^-5'"Tr 

(0B2ji»K d i s t ^rffli^^TBt^fbbT-fe+zLU-T^^f ^ 

[0 18 9] SeJc. :^^^y2. ^Ut>%^^^m,^ 

"fn^ 7.^<r>^'SMm.^%^\^x^y'r>v%, 

m^Wl=it^:^'f^T\Z^\^^X. pt5^^T2<?DH^i$^ 
T2<^@W». c:^'ett;?C5^^T2»#aK 

\i^xm.mt^. 

) [0 19 0] T2«#SiKs t ott, H2JC^b 

fc<k5JC/T'^T2, 2 3 0C0;<5^><y 2=i>hn~^ 
2 3 1 CDf^g^P^^U 2 3 5 tCl&ffl^nTV^^o '^r>X. 
>^^^7 2«??jtKs t o^fi!ffib/in>x>U/^-. 

Z2<;:)i3>^>^yfijffit;iBSL. ziyv-yv^-. i cv 
0 ^gJC*3V^Ttt, cne)SCBC (Cipher Block Chain 
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[0 1 9 11 H3 2ICCBC^-Hlw:tett^»(0eff^^k -So «#*nfc» (e x. U>7'>y^—Kc (x 

iaiSSB2 3 6 (S2#M) IC^fel/^TllfT^n^o I^SB^ tt, ffiSgiE^fC^fiSLfcir :y a >+-K s e s TBt 

2 3 5JCt&fi^^nfc«]mi V_keys<k, =i>5^> #{b$n^o CLCDir >4^"-K s e s iCi^Bf-^ 

^^^^x^yi^M^^^K i c v_conti:(Dg^<&iS31fii*^ ^t, ffi^jast) C B C^:- FSiSffl-T^ CI ±Dir 

$n;^c^#®Ks t o^igfflLfeDESBir^fb^fT/j: [0 19 4] S 3 4 T 2 iC^fel^^T. -fe^:i.Uv=- 

V^, ^cOJg^^K i c v.cont Encrypledi LT'X'y ^ ^ ^^JCfe«ft^nfe»SrD E S - C B C^:- F"CS"^ 

Jc^JW-r^o ^^fC. Ki c v.conl Encrypted<i:, ii 10 ^^UfclSx— ^^r-fe^^/i^a >*-K s e s 

(0) \zn^^'r^±^^M^-::i>^>y^-Kc ^mmvxDE s - CB c^— \^x-mmt^^^Mm^ 

(0) .h(7)Sfft6ifeiiSl^llfTb. -^(Oie:^^^^^'^ 7 2 **To S3 40±e«. 03 3 ^[^«l<0«fiK-eSO, 
bfcDESrtP^ikSrfrTSiO^ -^-cOjjgmSKc (O)Encr >^>^4^-*)e5*:D E Sfi-^gRfCA* bTj?^5^-< T 2 0« 

^-<h*r-5o Kc (0) Encryptedtb. wmm. ^fzktxti^'-^mo^m^-is^ ^mi&mm^ii^ 

iKDrnmrnm^^mffv. -^<oie«i'«UT«?¥aKs C0195] c:ne><Dtti*^?nfcje«S:^e>f::> 

t o^mmiyfcDESmmt^fft^^^. ^(D^^^Kc :^h<D^K^WE^\Z±^\^rc±:^y-^3 >^^— K s e s ^ 

(1) EncrypledchT^a £ilT, Z,n^(Dmm^mr)m 20 igfflb;tDES-CBC^-H7?<^Bir-^^k^aS*^fT-r 
b^frbT. '\>yy»iWffl<^»5^~:$^i:"r'5o So ^(OIIS«#e>nfcS E 0 EM- 1 :Kc (0) 

[0192] ^^fC> 03 3fCCBC^— H{C*5ttS»<^ Encrypted'-K c (M- 1 ) Encrypt ed^-T^/N^-l' X(rii{t 

m^MS^fiK^^To CCOS^i^lSfl. ^7'>i'T2(DP& -rSo -T^/N^-rxffliJTt^, ^mi^rzv'-^^lKc (0)En 

-^iQSgB2 3 6 (02#M) Jc43l/iT^lfT^nSo ^ crypled-Kc (M- 1 ) EncryptedlCOV^T, ^x-yT 

-r. Kc (0) EncryptedJcMLT. ^y'^T2(DpqWi 2 <hcofflSKiBEKf tCSfiSU^ir *y >^3 K s e s ^ 

p<^U 2 3 S^Z^m-^tifz^^rnKs t o^jgfflbfcD jgfflbT, 0 3 3 <h[^<iOD E S - C B C HTCDm 

ESm-^^JiH^^frJ^cti^^. -^co^gm^i^gC;<^U 2 3 5 -^jag^^fr-rs c (htCcfc 0 >7^>U/^-K (c) ^ 

teJS^^nfc^OMMI V_keysi:Sm^SfP-rseii:H<i: Bt^-TS ^:d^T^So 0tC«. :3>7^>^y^- 

Kc (0) :;5^ai;'7^n^o ^^\Z. Kc ( 1 ) Encryple 30 5S:S5^x*v ^M^fiK® (K i c v_Encrypted) \Z^^'^ 

d\zMl^X. «#i$Ks t o^ig^bfcDESm^^aS Tt>l^^lc5!iax--5^^bT«fiS;'rSC:t?&^^tgT» 

*ff3^j:(/^, -ecoi^m^n>5^>^>^^— Kc (0) Encryp So 

tedtStffl^Sfpf seia:{C<fcO. (1) [0 19 6] W^^k-T^-^^cO^^ffibfiag] 03 5eA 

i-Sir^^^^*JC3>5">^y^'-Kc (1) ^^ffi:t;^n T(7):7D-^fflV:iT. mmt'^tirzy'—^O^y'^r'f)'^ 

ry^^-^Bi^-rso &43, m\z\i. u>^>y^'-(D^ mtrnw^-x. ±M\^tz^o\z^i7 ^^%\zScU^mrQm^ 

5^x^y^ffl^fi£@ (K i c v_Encrypted) fC^l^^Tt) ^t:bfc^<i<h7^^* «9 . dtieti. ^ ^y ^ODlt^t-S'::?*^^ 
5S:«^x*yj7ffl3fe^Ka (K i c vjncrypted) t^^zi 40 coSIffil«5, :feffliJtt'rAWX(7>;?^^U<>3^ >'x-X(D^^l 

>7'>y^'&'}'x.v^^^^m (Kiev) (o^^ifi-^ mx$>^. 

figTfeSo [0 1 9 7] $-r$ll^geft. K^ttib*f^<hfj:S=J>"T- 

[0 1 9 3] ±]^<D-fei7i$^?*lS:3>5^>^>^:^^— Kc (x >^yO^*y^^7 7-f ;i/S:S^^ai"r (S 7 0 1) o CKOja 

x) *fc«n>5^>U/3S:fi5'x'yi7<S^fi6S8 (K i c Sft. Hfli^<7)02 b (Oy r )Vm.^m\^Vmy u-\z1St 

v) c;D5ip-^>fb. a^^aa«, ^<co«'&, :^^^T2^ ofcmSiibT^fT^nSo :;^:tc^^y^-fe^y hn-7>H 

So CICO^^. 5='y\WX<i:;^x^72Pp1'C«tffaiLfcffl icMffi (S 7 0 2) fSo 

SSiiE*t^fT*n. ffiSKii£fia3I*tfigSLbfcC<h*i^i* [0 19 8] ^^U-f V^^^x-XH^x^y^-lr^y hn V 

i:bTn>x>^:/B^, *&jm«IFC0«/?;Ji:iaS3&i*fT^f >K*§ft (S 7 0 3) "TSch. t:v-:7^^^1 

-€-(D-a<7)ri>-r>^>^ffla<Dl-^<kbT±]S<On> 50 tc-fe^yh (S 7 0 4) L. 's-z^^cT^eScfi^xu/ 
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M ( I CV) Sr^^E (S 7 0 5) "T^o ^y^<D I C V 

m\Z^^^X. -fe^rLU^-r^^y^SliEfi^figiiK i c V 
_s h<t. I V s h^MfflbT^*y^C0«^^- 

[0 19 9] i^m\z^y)^>y^^m.u\^tm'& (s ? o 

n--JB>ffiOXU\i^ti^ffl'J':x:.v!? (S 7 0 7) 10 

[0 2 0 0] U3j^^r^>/3 >ijx h • A*— V3 >^^OCO 
^-^fi. U#^-'>3>UXhS:#M'r^i^S3^^^?S:t<^<^ 
TX5^^;/7^S 7 1 OtCJttJo A*-5^3 >;f&^*0-e*^<h 

^v^(Dn—iyB>^K>^<U\^^t^^^:i.v^ (S 7 0 
8) S7 13tcit^. ^^:/^^-fe:yh^ 20 

i&:7^i^^0 (NG) ^C^^bTffla««^7-r^o ii^y 
h^nTi/^-SUTj^^— £^3 >UX h;&^^*yi$^cD;\'— >^3 
>J:0-S<?'i:ttntf. 7.5^^yys 7 0 9lcji;5^. Ut}^^ 

>'^^<&0 (NG) ^bTiaiSi^*IT-r^o 
[0 2 0 1] 'j7i^>ir-5/3>'J7.hlcM^ttSb?:*Si3> 
5^>iy I Dd«l5&SnT(/^;5:frtn«. XT^-yys 7 1 0 

— KC(h. 3>7^>^>'^3:^y^it^fi£»K i c v_cont 
^^^^-r^o ts.^. U3K^r-'>3>U:^hJi. 5t<7)Hl 

U3p^r->'3 >UX hT*So 

[0 2 0 2] 0 7ft!l*fflV^TIftqgb;^ci:3Jrir^ 

^tt^bT<0«a(7)3>5">^y+-Kc (0) -Kc 40 

(M-1) i)mm\:^nx^m^n'x:\^^^. ^fc. n> 
^>u^<DKS5^xu/^M (icv) ^^&'r^r^^<D:2 

>7^>iy^x^y^lt^^®K i c v_cont'foBS^it:$n 

[0 2 0 3] 3>7^>u/<Dffi-^ic5fej5:'^. c:n^<^n> 

5">^>5^x^y^M^^^K i c v_cont LTH > 

7^>^ycO3feS^xu/i7^*fT'r^^fflS;0^i2>!gT&O. $ 
tc. r3>7^>*y^-Kc (0) -Kc (M-i) 

[0 2 0 4] H3 7{CBir-^^b^nitn>7^>U/*— K 50 
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zi>7^>:y5^x y i^M^dcftK i c v_cont(D«^ 

tC;fett^«!iST&^« a4 0BSf-^fflSSB3 2 OlCi3t.iT 

[0 2 0 5] »^lk3>7^>*y5^x*yi7tt^^» 
K i c v_cont^«^«^<hbTil^ (S 8 0 1) 

<DSt^i)^Of)^'SfJ^^n^ (S 8 0 2) -rSo »^{b:7* 
\Z^'&^nrz.mmtzi>y^>y^— (Kc.EncrypledO 

—31) ^mn^mz-r^o 

[0 2 0 6] T.^-yZfS 8 0 ZX^mty^—'^y hf)^ 
OX$>^tn^^nr:im^\t. X-r-^y^S S O 4T^^ 
\Z. ^yy(Dmmt7)lzf^JXl^y-C—)\^\^'^'^:i^y^ 
LTl (hU:/;^DES) ;&^0 (y>if )i^DES) XS> 
^ib^^n^-T^o yy^Ji^DESX^^^-^^t. 
ZfS 8 0 SXl^(Df^mt::i>^>y^'- (Kc_Encry 
ptedO) (D^^'i^nM^hl^XimX. hUy;PDEST 

$>^m'^\t. ys'ry':/s8 0 exms^(Dmmtr2>^> 

y^— (Kc JncryptedO. 1) ^«-^»«<i: LTJD;! 

[0 2 0 7] :k\Z. 7.^yyS 8 0 7 (Cfel^^T. ^^y ^^ 
<D=i>5^>U/i^-f :/:7-<— jPHOS5eS:^x-yi7U. K 

X7^^yyS 8 0 8T. ;<^'JSS3 2 1 (S4# 

Hi) ic»«rt$nfcBB2iitKd i s txismnm^-i^^ 

_conlt, l{^±(D=i>'5^>^>^4^-:£S-^-r^o 
[0 2 0 8] ia5t>5>^2^;/^l^3 (^7^-<T2CD*&«fir3> 

5^>^y) XT-^yT^S 8 0 Q-effi^^t^T^ 

-4^. rXcfc-fe. ft^{bn>T->^y^x^y^ffi*^®K 
icv_cont^. m±(0n>T->^y^-^;<^-rT2 

CD«#»Ks to (CBC^:-H) TS^*r^« Jl<?5« 

^^aac^f^jffltt, 03 2. 03 3, m3 4^m^^x^m 

[0 2 0 9] y^v^yifSSO 9\Z:^»^^y^>c7 2<D^ 
?¥afC<k'5rtr^>fb:3>T'>^y?x^y^ffl^fifcliK i c v 

_contt, l&.±(ou>9•>y^'-Kc(D'^^^l^lm\zr:> 
i^'^xms s<Dyu-^m^^xwimT^o m3s<Dyu— 

So 

[0 2 10] ^^^u-f >i^:7x-x«, m^*f^ 
x-5^K (0) (n-1) (B&^{l::n>T->U/^x 
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yi7m±SSmK. i c v_contt, l&.±0i:3>y'>y^ 
-) (S 1 0 0 1) CBC«^«J«i^k3V> 

HS:;*x-<'72 3>KD-7lc2l^i (S 1 0 0 3) b, 
;*x^72n>ho-7«I VK e y s SrUv'Xi'tC-b 
(S 1 0 0 5) TS. -e-©^. ;»^^:'J'f >^'7x- 
Xtt. #»*)iaj*:5ie (S 1 0 0 4) U. ^lx^72a 
>hD-7*ia#M«5^-i'K (i) (SI 00 

5) -rs. 

[0 2 11] ;#:lwj5t5^-c 7'2 3>hD — 
a#^*«7^-:5'K (i) JC**UT, ;^7"^7 2©«#» 
Ks t o^fflV^fcCBC^-HtCi-Sa^jfflSSUfT 

(SI 0 0 7) L-. ^^^nfcSr^-^ (ex. ISSc© 
•fei'^'3*jS:n>7=->*y4^-) (SI 0 0 8) T 

5>JK' (i) «r4^bT. iSS^T'n-fXCSIW (SI 
0 0 9) -r-i). T.^rvZfS 1007~S100 9 coiSS 
tt. $fe»Cift?Bbfc03 4<0DES-CBC^:-HCJ:-5 

[0 2 12] xA-f ;^®:;^tu-f >^'7x— 11:;^: 

K' (i) ^SMb. -r-^Tc^T^-^^&^Mbfcri:* 
5g^©S- CB C«^7n-7>KS: ;< 5^^-7 2 r]>hD- 
7fCjt{iT-5. ^7^-<7 2 3>hD — ^«CBC*IT^ 
•7>H<OSffilCJ:0 U7 (S 1 0 1 4) f 

•5. 

[0 2 13] T^yW XO;*^:U'r >^'7x-X«. 
USPS 2 1 (H4#M) I3t&*fib;/S:«l»iil I V.keys* 

^^T^-f 7 2t©^SSSIE^^c3fe^£Ufc•t!y->3> 
4^-Ks e sSrSfflLTCBC^— H-e;)^5^'('7 2*^e. 
SffibfcK' ( i ) <£a^ (S 1 0 1 0~S 1 0 1 3, 
S 1 0 1 5) -rs. rW^^MStt, 5fe»CiftgaLfc0 3 

[0 2 14] ±ia®aicj:0. ^^A'-fX^. ^•y^'fCtS 

[0 2 15] ;*:tc03 mmty 7 ^ 

T»-5X7^-y:?^S 7 1 0*iM^7-r-5<i:, X^r-yT'S 7 1 
ItCjitr. X5^<>'yS7 1 ITti. 5='A''rx<^;)^^U'f 

hU. lfi;-77i^*0 (^ttl) (S7 14)S!:^-r 

[0 2 16] felffllSBigiJli. 7.^y-/S 7 1 STX 

7^-^'XSl«-mU3-7> KSj>t^:U-f ^^'^X-XJCSI 
ffib. tf>?-7^i^>{i^0 mm) (S7 16)T-*ID. 
'Nyy-fe-y hfi£a)7 7i^7jn (fiK?»j) (S7 17) iiU 
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ofcc:<t**#tbT*©ias (H3 6) tcistr. 

to 2 1 7] B3 6©X7^y:/S 7 2 1 C*5t»T. fgm 

>j->yy7^)V<D-^i7 9T\^i^7~. (s (1) ~s 

(k) ) $^#b. jjl^'J'f >5'7x-XtC«bTje 
•fei'i'S (i) Si5*.aibii-7>K*2l«-r4. 

[0 2 18] ^(^rUO:?^! — X«. -fe^^ S ( i) 
S^*-ffib3V>K$§« (S 7 2 4) -rst, 
54^*1 (Hv^-) ICIS:^ (S 7 2 5) b. 'v-yi^^?!) 
10 y^i/lfil (^tt) (S 7 2 6) tb 

T^JcXT^-yyiC^fr-T'S. -y y^?b 7 5 ^ *n 
a) XT^-yT'S 7 3 8I;:jS^>-. K^mb 

EE5b7^4^*0 (NG) tbTfflSStlT-r-5. 

[0 2 19] ^v^^p}y^^ti^\ (fiSai) -e*-5il-& 
tt, S^i-bi^:5'S (i) At(^gB;<^:'J*\ ^l-gS^^'J-tf 

(S 7 2 7) b. :?Vg8^tUTa&-5^-& 
tt. ;*7^-f7 lA^^T'-f 7 2©-fe-y h^^i'dn (;>t7^ 

ipj^ (3 7 2 8) b, -fe-v h^^y^n 

20 $e)tc:/D-yi7A— = -/v-a > • -f— (BP 

T) *#BgbT. BPTd<^«-Wb«*TS6S-fe4^^'S 

(i) *S!*-mb?FBl^#^:/D-;/^tbT^iSbTti2> 
*^^*J^ (8 7 2 9) ■T'S.. BPT»cSE«-ttibffF"iyD 

©7'-3'*SlE*ffi-r (S 7 3 0) . 
[0 2 2 0] 7S:*3, K*-ttib»^7^-y*^BPT(3«fc5 

tt, X5^-;/7'S 7 2 8. S 7 2 9 ttX=^^-v :^T*. X5^ 
•;/-:/S 7 2 8. S 7 2 9<^)W^*iNot?fe-5*i^, -TJ^C 
30 *5-^-fe4'5'S (i) ^*&!WbfcyT'^'7(0-fe-y h^^i^ 
*n Sfctt, BPTtC-fc^yS (i) <D§t 

*abWpl*<K^$nTt^;/it^«^ictt, x5^^/:/s 7 

3 8tCjt^, S^*-aJbX7-tbTSEi!(^ffib^5!)7 9y 

[0 2 2 1] XT--;/ys 7 2 6~S 7 2 90*fJSyPy 
^tc*3t»T, **ft-fe4'^'S (i) (7)SlE*-tBbd<*fT^a: 

so*<^ofnEffl=sd^*fT (s 7 3 1) MoiriE 

40 *<fiKabfc (S 7 3 2) e:tSr«K-r-5. 

<r>\(zvy^^ mimw) *#Rgb, M*-ffib?*^-fe 
/7 3'*^eka5"x-y i/fii (icv) ici^jas^tife-cfc-s 

A^S:*iJ^-r-5, 5tfC0 3 1 <&ffl^^Tlft?gbft:J:-5t&-fe 
i^rJ'tt. -E-^JtSaiCBScS^^x-yi^ffi©: CV?&»iSfib 
T*50, -fe57y*fi:T©5feS9"x-yi7*<oIt6-e*S. 
[0 2 2 2] I CVlCi^eScfi5^x-:/i'©jfc*tfeTa6-5« 
Xt^ vT'S 7 3 4»Z*S(/iT, X5^y:rS7 10© 
S[^<aSJcJ:oT»fc3>x>!y5=-x-;/4^fiafe)«»K i 
c v_contt. HD^fil I V c o n t S:jlfflbgS:S5=-x-y 
50 ^?*lfex-y (•fei'^'x-^') *A:^bT01 4<£ffll.i 
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(0 2 2 3] I CV^x-^i'lCiOacSi^Li^ajjg^n 

[0 2 2 4] ^Tc, mmmt. X-r-y:^S ? 4 0~S ? 
4 6C:fet>T. U'f >5'7x— >^W;:^5^— 

[0 2 2 51 eoiT.'ryrfS 7 3 SiOy'—if^^^ 
xA-f ::^<0;*^:'J'f >:$'7x — X©Bt^^!!lSgB3 2 0 

[0 2 2 6] Si*. wmnm<07'-i^i^m±i^i'^m^ 

s (0^8^3 1 (-b:^^g:3 2<0Jg-&) ) ii-r-S. (S 

110 1) , ^*:tc-e<D-fei7:5'*tBif^{k;*f^Tfe2>*'>*^ 

i>yi7 (S 1 1 0 2) f -5. dO^^xvi^tt. ir^zLiJ 
(0 7#M) cOB&^<k7^y (Encryption F 

lag) tcS-:3*V^TW3e$n*. Bt^<k«^T-i^Cl.i«^ 

(SI 103) -rS. Htltt-lr^^^j.'jT^^'s-yi^l^WBiP 

V-y h^"f (Encryption Format Type) CD 30 
^^Sr5^xyi7-rSfc<O-e*0. @8Tgi?gLfc3>5^ 
>:y^*(i:*10©B»^{l:li«ltUTtri-5*V ^^L^9\Z 

[0 2 2 7] VS'^ity^—'^y h^"f y (Encryption F 
ormat Type) <DK^ji*< 0 3>-T->\y^«:* 

T.T-y'fS 1 1 0 4(C*5t.iT. BS^<bT;i'ZfUXA (En 
cryption Algorithm) «!fiJ^S:ff sf-^-ftT^l^rJ 'J 
XAtt. v'>i;^;PDESA^hUy;i'DES (H2 8# 40 
M) *^^lS3£bTliSfc<0-t:$)0. ->>i^;PD E ST* 
-5t!i5f]^$nfeiS-&tt. l':3C0n>-x>^y4^— Kc 

(0) SrigfflLTBt^<b3>5^>«>'WS^j2iaSr*fT 
(S1106)-r2>. hUy;PDEST*5t*lJ5e;Sn 

2-:3<^n>T->ry4^— Kc (0) . Kc 

(1) ^mm\.xmmtzi>j->v(K)'is.niBiMt:^n 
(s 1 1 0 7) -r-s. 

[0 2 2 8] —-fS. 7.7-V:fS 110 3T. Bt^7:J- — 
T-iT hrJ'-f ■/ (Encryption FormatType) ©K^fil*^ 1 
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;a:oT^»-5e^-C*-5. d®«^tt. T.'rv'fS 1 1 0 
SlCfel^^T. Bt#ft;7;P=fUXA (Encryption Algorit 
hm) (DffJ^^fTJiP. BS^{kT;HfUXAtt. ->>^;i' 
DESA^hUy^UDES (S 2 8 #fig) *^€:^SLTtr» 
St^TfeO. v'>i^;i'DES-e*Si:1'J^$nfc«^ 
tt. S-fei^^' (s) \zn^VXWt'&^*\1tzi>7->y^ 

-Kc (s) ^^-t^i$'\zmmi^xmmt=i>7->yoy 

«^*aS**fT (SI 108) T-i.. h'J^JUDEST 

(s) . Kc (s + lmod32) ^fiffl bT*-fei^5' 
S«Bt^<tn>7^>U/©S^«iaS*fT (S 1 1 0 9) 

[0 2 2 9] -b^;^x-5'<0«^«lS©S&-5«iaSi« 
S:BI4 Ota^-r. @4 0»C;feliT. X5^>y:/S 1 2 0 1 
~S 1 2 0 8«. 0 3 9<D^Xy'y-:fS 1 1 0 1~S 1 
10 8 iimmX$>^o 1209~S1211 
i)m3 9 ii\tSiUi>. 

[0 2 3 0] X7--y:/S 1 2 0 5 (CtJt.iT. V^mtTJU 
Zl 'J h 'J T'Jl'D E S x$>^tp]^^ntcm'^, X 

5"->:rS 1 2 0 9 lC^l'iT-ti7;$'No. (s) SrWJt 
b. s**^»T*-5J!g^tt. s = s - 1 ©je«f^*ff 
(SI 2 10) L. #-lri^^lCjgfflTS®^Kc 
(s) . Kc (s + 1) i:LThUyjl'DEStCJ:-&« 
^MS (S 1 2 1 1) $r*fff -5. 

[0 2 3 1] mn<t^tixi&m^nity'-^<DU 

^fflS$r^3l?^«!ia«. 03 5~@4 0*ffltr»TiJil^ 

[0 2 3 2] [T^-a'roBt^^bS^ji^-fiiS] 0 
4 lEAT©7n-$^fflliT. ;>t7'-<7lC5fctT-55^-:5'C0 

T'-^cDBt^^biniitt. ±mvrc^oiz-ti7i'm\zmfji 
^mxmmtvTcmmii. n >^>:y^flE* i o©Bt# 

[0 2 3 3] ^rmmmt. m^mbn^tts-^^m::! 
>j->y\zMm-r^^y^^0si.=i-^>\'t^yym^t 
L T co/'< 7 - s ^ u > 7 X - X ciinm-r ■& . 

(S 1 3 0 1) . 

[0 2 3 4] ;<^U'f >^'7x— Xtt'N-7y^t£n'7> 
HSrS^i (S 1 3 0 2) f-ixl:, H-J-y^if^l (f 
V-) tC-fe>;/ h (S 1 3 0 3) L. SflZ-^^p^-^A^ff 
§ttrtTfe-5*>**iJ3S (SI 3 0 4) -rs. ;>^^U-f> 

^75i^^oIt6ieHSri@^Tt^S«'&(±. 7.T-':/ys 1 3 
1 0C*tiT'\-y^^«fe^^a)7 5i'«0 (NG) irISJt 
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^OJCiSS (S 1 3 0 5) U3l^^r-'>3 >UXh<0 

>UXhA'-V3>S:0 tLTiS^f^CDtt, §7^AW 
X T cO^JflMS ^ fr?^ -r^ fc =1 > 7^ > {3 1:^ ^ T IE S 7i 
n > > :y T * -5 C ;&^«iE ^ nx (.^ ^ (D flftgtc J: 

(0 2 3 5] u^. m^s<^:=i>^>yf)m^^tmm^ 

cDU#^->-3 >UX h<h(0fiB'&7^MtgTfenfri, ±tB 
«^a^fflUfi!lStC*5l^TllfT3^n^X7=-^vyS 7 0 7 

7 0 9 tmm<ov'i'^^-zy3>V7.h^m^^rzmn 

^ M^iia ^fTTS: -3 T t> l^o 
[0 2 3 6] :k\Z. Ts'rv^S 1 3 0 6 lc:*5V^T, 

^x^y^ffi (I CV) ^fi£®K i c v_cont^^fiK. 5& 
^{bf^o T.'ryZfS I 3 0 6<DZi>^>y^—Kc. 20 
n>T'>^y3S:fi5^x^:/i7M*fiKllK i c v_cont^^ 

fife. Bt^{kiaacosf3fflSr04 3tc^-r« 04 stomas 

t^, ^/N'-l'XcO^^U-r >i5^:7x--XCDfft^iaag53 2 
0 (04#M) tC*5l^T*fT$n^o 04 3CO37n--tc 

[0 2 3 7] Pir^{k=i>^>^>'^x^y^M^figli 

itM^tv (s 1 4 0 1) , 'A\z. ^^^(Dis^mty:^ 
(S 1 4 0 2) T^o e&^fl::7:t-vu/ hTJi^OTrS)^^! 30 

>r-;UF<DK«;&MT*SS^«, tCrJeoH 2 7 ffeTSi 
i$^J^ffi<7)Bt^{kl|S:ffl(.i^«^ti, T.T-yZfS 14 0 3 

icjt^. •fei7i$^«jcK^$nfc3>5^>iy+- (Kc 

(0) -Kc (31) ("fei7i5^ft3 2(D<i^) ) ^fefiJcU 

[0 2 3 8] TsT-y-ys 1 4 0 4 Tff&^{k:7 :y h 

;&^OTfe^<h*»J^*nfc«'&Ji, X5^-yyS 1 4 0 4-r? 40 

yi7LXl (hUy;i-DES) 75/^0 (>^>d7^;l/D E S ) 

7=->y:/S 1 4 0 5Tl':?con>'r>^>4^— (Kc 

(0) ) ^^^vxmmtnmtLxm^. huy;uD 
>^:/4^- (Kc (0) , Kc (1) ) ^±^Lxmmt 

nSitLXlKi^^o 
[0 2 3 9] :^\Z. XT^y^S 1 4 0 7 \Z:id\^^X. 



^^*^2ifc«3 (;pC7'.f T2<D«ijfl3>x>U/) 

T.'rv^S 1 4 0 8T. >^^Uffi3 2 1 (H 
4#R8) tctSffl^nfcEMUKcl i s tX'f-^. "TfcC 
t^-^, a>^>^y^x'yi7M^fi£liK i c v^contt, 

[0 2 40] S^dt2*fctt3 (^5='^T2<?>»ifrt:3> 

7^>^y) T$>^«'&fri, XT^^yys 1 4 0 9X5^-^. 

-tt^f^"^^ ^yryv^zsLv^^^^W^ i c v_cont 
t,. l£A±<^3>5^>^;/^-S:^5^-f 7 2(7)«?¥»Ks 
to (CBC^-H) T«r^lb-r^o C <7)BS^^t fflSO 
i^aati. S3 2, 0 3 3. H3 4SrfflV^TItt?BbfcaO 

[0 2 4 1] X5^u/yS 1 4 0 9IC*frt^;?^5^>r T2<7) 
«#»fca:S3>5^>U/5^x*yi7ffl^fi£»K i c v_co 
ntt, lJai±<7)n>7^>U/4^~KcO«r-^{bM31{COV^ 
T04 40^:7 a-^^l/iTIft^-r^o 04 4C^:7D- 
tt, £ffl0JC'r/WX<D;<^UO3':7x— X. :&<BiJJC^ 
5^^T2<0n>hD— ^ (H2#M) <DjaaS:^UT(^^ 

[0 2 4 2] *'r> xA< XfiycO^^U-f >^>'x-X 
rtf^ikW^-T^-^^K (0) -K (n-l) (r3>7^ 
>\y^X!y ^fi^JSgjlK i c v_cont<i:. 1J^±0:3> 
^>*y+-) (S 1 5 0 1 ) :^'f>( T2h(D 

gP3 2 1 JC»JWL:^c«iaifii I V_keys*ffl(r^TDE S- 
CBC^-H{C<t^PiP^^k^^7'-^K (0) -K (n 
-1) (O^mt^^ni^. x-^K' (0) -K' (n 
- 1) Sr^fiK (S 1 5 0 2) il(?)Pt#<b«!lSI«. 

5ticift?qLfc0 3 2 tmm(o9mm^\z:^^^xm^^n 

{t:ziT>H*p^x>f T2r3>ho-^(Cj|imT'5o ^7=" 
>rT2fi. T2CD(^gSJCt&3WbTl^^«[JfflffiI V 

_k e y s^U-J7s^\Z^y V (S 1 5 0 6) f^a 
(D'i^. ;<^U<>3^:7x-X«. S'aS:JIS:^2l« (SI 
5 0 5) t*^. 

[0 2 4 3] ;>C5^><7 2 3>hD — ^tt. 5^— i^K' 
( i) SrSm (S 1 5 0 7) SMLfcf'-^K' 
(i) fr*fLT. Xi:OfflS^tE^fc*figL;^cir 

^y V3 >^-tZ<fcoTCBC^:- KT(^«-^ia31^*fT 
(S 1 5 0 8) H^^tlfcSST'-^' (ex. 1t»c<7) 

•tri7i$^?*lBn>T->^>'^-) (S 1 5 0 9) -r 

^^^T2=3>hn-^^1, «^li^-^^J 
^x><T2(D«?¥»Ks t oSrfflV>fcCBC^-F 

(C<J:SBf^{kJ2ia**fTb. ^-^mK" (i) Sr^fig 

LT, )S:^^xAWXlc3lfi (S 1 5 1 0) *r^o X-r- 

^yysi507-S151 OcO^fflSti. 

3 4 (7)D E S - C B C^- H \Z^^9SM\zm^\^^XWti 

[0 2 4 4] 5^A*'1'X(0;<^U-r >^:7x-Xfi. 
K" (i) *SfiL. r'<T(7)7^-^^*SfiLfcCl<h& 
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ffi^OS. CBC;^7:3V>h*€:;*x-<72ii>ha- 
ytzmm <S 1 5 1 1~S 1 5 1 4) rs. ;*7^^7 2 
3 > h D-7ttC B Cl^7=lV> KWS^Ci D l^v'X 
:5'S;i7UT (S1515) T^. 
[0 2 4 5] x/'J-f 7.CD;>C^U-f >^'7x-7-«, 
^7 2A»e.SmbfcK" (0) ~K" (n-1) ^fc's-y 

-Kc. a>7'>U/5'x-yi7ffl^^@K i c v_cont«r 
(0 2 4 6] 04 IIZMO, yT^)l-(Dmmt9^7L^ 

nmfomm^mn^. x^y-ys 1 3 o e (c^fei^T. ± 

-f 7 x-;^ tt^fiK Ufc's -y y?^- t»-::?< SScfi^ 
xy^ffi I CVSrSfefiK (S 1 3 0 7) "TS. -t^^^n-UT" 
^-yyo^x-y i'ffiTS-l. I C V_s htt, >^^:>JSB 
32 1 (0 4#Bg) tCl&iW^nfclDWfiEI Vs ht, -b 
^3.Ur-'f'syy&«5"xyi'ffi*«»K i c v_s h 
^fflt^T, 5fetC0 1 4^fflliTltt?^LfcI CV^BE«^ 
tC»-:5t/iT*fiK$n-5. ^tC. X5^-yys 1 3 0 ST. 

T.T^-y-fS 1 3 0 9T'\yiS'^fig^5l!):7 7ySr 1 

[0 2 4 7] «d»gK<BiJtt, T^T-yZfS 1 3 1 2T 

X -5^ — 5' X ^ aa L □ -7 > H ^ ^ ^: ' J 'f > 5^ 7 X — 7. 
2l«b. h'i^-77y*^0 mm) (SI 3 13) T'fe 
0. /\.yy^^fig5b7^i!^*n (^StJ) (SI 3 14) 

tBb. ffi^cD:7 5"f LT^T^W- 7t«# (3131 

5) jjcwjas (S4 2) izmts. 

[0 2 4 81 H4 2©X7^-yys 13 2 1 JC^fet^T, M 

»«i-r-5. ^wi^titz^-i$'^D (1) ~D (k) t-r 

«iJffllSi5«, ^^CJCSx-^'D (i) (D«^2ii5»--ti7^7 
S (i) *»:5£bT, jjl^U-f >^'7x-XC-tri7i'S 
(i) OB»^{tS^)i*n-7>Kt. x-^'D (i) * 
(S1321~S1324) •r-5. p'.^U'f > 
:S'7x-y?.«. -fei^^'S (i) Btf^<t«#ji*-3-7>H 
(S 1 3 2 5) -rsii. te^-^^^Sl (tfv» 
-) t^je (8 1 3 2 6) L. '\-y5'^fiKj^5t)7 7yAt 

1 (fiKSj) X'$>i> (8 1 3 2 7) Clt*^#tUT:*7. 
T^-yT^JCitt;, 

[0 2 4 9] 'A\z, ^^rU-f >^'7x-Xtt. Sftlri' 
^'8 (i) *i|^SP^^:'J;5\ ngB^tUTS5.*^5:*iJ^ 
(SI 3 2 8) ^1-a5;*^'J-C*-5«-&ti. y^y'^T 

■b y h^nTtiSCt^^T) TS&?)*^<&*Jg (S 1 3 

2 9) b, -t-y K^^i'TinT-^S^^t'ti. 
D-yi7A— 5-y->3 > • 5=— (BPT) £#figb 
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T. BPT*^IISii*-«^T*S-fei'^'8 (i) SStr 
ii*-SlF"IS*lfe:^o-yiytUTK^bT^i«*^*«Jt (S 

1 3 3 0) T-S. B PTfc«#j2i*tlFol:/D-y^'rog^ 

#<&^fi£ (S 1 3 3 1) T^. 

[0 2 501 *IC. ■5-C0»^ii*-fei'^'d<I CV^S-fe 
i7^'T'ab2>*^S*^*'\'y^'1f® (icvyyif) JcSc? 
t.»T«3e (S 1 3 3 2) I CVn»-Q$>^m^\t, 
Ziyy->y I C VifigSSK i c v_contC*':^l/>T-fei7 
10 ^'T^— ^'tcWT-S I CV?&^fiK (8 1 3 3 3) -rs. 

[0 2 5 1] -^{Z. ^^r'J-f >^7x— ^s-y^lt 
«tC«^<7^-^'«l«^<k*llfT (8 1 3 34) -r-S. 
7.7- vrf^ 1 3 3 4©7^-3'a5BS^ft;ffla©fi^iffl*S4 

U'f >:$'7x-X©Bif^«iagS3 2 0 (04#re) \Z^ 

[0 2 5 21 *-r. Bt^^kJtJROx-i'feiW-lr^^'^tB 

*s (o^s^si {•fei/i'jBc3 2©;®^) ) t-r^ 
(s 1 6 0 1) . )!f^\z^<j>'^i; 9fm^{'cnfk-Q^^t^^ 

20 S^x-yi/ (S 1 6 0 2) T-S. CW^x -y -fe^ 
iUT^-f'^-y^' (H7#P,) ®Bt#fl:7 7y (Encrypt i 

on Flag) tcS^('^T*iJ^$n-S>, Bf^Yb^^-C/i^i^ 

>yi7 (S 1 6 0 3) f j:n«-fe^iU5=-'f '\-y^''('9 
C0B&^{k7*— "^-y h:$'-f :/ (Encryption Format Typ 
e) CO^^i&^x y^^-r-5fe<^T*0, @8-CiJi^bfc 
3 >7^>iy^*^^ 1 ■::><^mn<tmmi: LTVi«)*v sir 

30 *lJSt-^.o 

[0 2 5 3] Bt^ft7;f — V^y h^'-f ^ (Encryption F 
ormat Type) O^3tffi*«0 n>7^>'y^flc* 
l-pOB»#{l:ffi«tbTViS«-&-T?*2.. i 
7.7^>y:7'S 1 6 0 4(c:fe(.iT, B&^{b7;Wd'"J XA (En 
cryption Algorithm) <Dm&i:ffW^. f^^<t7)l::i'J 
XAtt. '»y;PDE8*^hU7';i/DES (02 8# 
fig) *^S^^SbTtiSt>©T*0. i^^iT'jl.DE S-e» 

(0) <£SfflbTBS^<t:n>5=->^yC0B»^{kj!!!.JaS:*fT 
40 (8 1 6 0 6) -rs. h'J7';i'DE 8T*-5i:*i|:£^n 

2oro3>^>>>'=^^-K c (0) . Kc 

(1) S:igfflbTB&^{t;3>x>^yWBt^-rbJaS$Slff 

(s 1 6 0 7) -r^). 

[0 2 5 4] — T.T-y-fS 1 6 0 3T. — 
v-y hiS"fy (Encryption FormatType) WKSM*^ 1 

<D«-e-tt. ^'\zmu.^^^m^^td!6mtmM'^'ti 

fS.om-^-G^^. Z.(Dm%\t. T.y-'jZfS 1 6 0 5tc43 
V^T, Bt^<t7;i'=f'JXA (Encryption AlgorithnO W 

BS^ft;7;i/rfuXA«. ->>^y;uDES 

50 *^hUy;UDES (0 2 8#.^) *>$ig^LTl^St)<D 
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■ti/^ (s) \zm&vxmi£^titz:i>7->y^—Kc 

(s) ^#-ti7:J'lcjifflLTBt^{t3>7^>U/OBt#{b 
iaSSrHfr (S 1 6 0 8) f-S, K 'J :/JUD E STfe^. 

(s) . Kc (s + lmod32) trmmi^X&^ii/ ^ 

m<r)mmtmm^nfT (s i e o 9) -r^. 
[0 2 5 5] ■ti7^y'-'^(o^nmm<DSiU^f&mmm 

SfC^f. 04 6»C*5tiT. X'ry'yS 17 0 1 
~S 1 7 0 8«. S4 50S-;^7^-y7"S 1 6 0 1~S 1 10 
6 0 8 tmUX'$>^. T.T-V'^S 1709 ~S 1711 

*<0 4 5 tytmti^. 

[0 2 5 6] 1 7 0 5 tC*30iT, V^mtT )\/ 

■T^'^ys 1 7 0 9 JCiJt^Tir^'^No. (s) S^!fiJ3e 
Lx. s *^«S:T'*2)«^tt. s = s - 1 ©HSfSJ^fT 

(s 1 7 1 0) s-fei'i'f'fiffl-rsa^Kc 

(s) . Kc (s + 1) i:bTh'J:^JI/DESCJ:«.«: 
^jaS (S 1 7 1 1) Sr^fr-rSo 

[0 2 5 7] @4 2icH0. y r }V<r>v6mtm^iL^ 20 

SB®Bir^{k«ttSX7^>;/:/ (S 1 3 3 4) *ii«f7-r*i:, 

y'—$'mzn■t^w,K)^llEm^^^^ (s i 3 3 s) 
L. ^mt^ntz'T—S'Yi (i) t.-^^^'T-i'\z$^f5. 

(S 1 3 3 6) . m^iL^^^ 
y^^^l (bK5<)) (Cir-yh (Si 3 3 7) fi^- 
^^^4 0 (^«) \ZWL^ (S 1 3 3 9) t^. 
[0 2 5 8] IS.^. «^ii*-***x-;^*«BPTtC<tS 

X5^-yr^S 1329, S133 0\i7.^y 
yf2>. XT^yT'S 1 3 2 9, S 1 3 3 0 ©JpJ^A^N o 

BPTtc-fe:i7^s (i) ©g€-a=*-fF 
W^:£;SnTV^fj:Vi:®^JCtt, X7^y7'S1338C 
it*. Sir)i*X5-tLTS^ii*^5b7 7i^*0tC 
■fey 

[0 2 5 9] T-y^yZfS 1 3 4 1 ~S 

1 34 5J3*SViT. p^^rU-f >5'7x— XCDXt— ^'X 

*^*-mbT. if-:^-7 7i^d<o©ttS6it*oiT. «ir 40 

t. >'T'f;i'»J0^T7^-:/;KDH»ffflS*3lfT (SI 

3 4 6) MffLfc7 7'f;i'fJ0aTx-:;';P4M«r 
n-7>Hi:tfc(C^^:U'f >^7x-XlCji« (S 1 3 

4 7) P^^:U-f >^'7x-XttlI-7>KfCfie-pT7 

7'f;utW»3aT7^-:/ji'WS#ji*-«is<&*fT (s i 3 

4 0) T-i.. 

(0 2 6 0] e<(±©. 04 1~04 6tCj;t>TUi^Lfc 50 
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[0 2 6 1] [U^-Jr-v-H >UX hO)MSr] ^13. ^ 

aiS (ex. :^'f'<7. 3>"x>>:/) cDiJS"]^ (ID) 
•SU^-Jr-^a >'JX h (Revocation List) JC«Sc© 
ff ^CtlCjzoT. 1 :3<^U 4^-5^-2^3 > 'J X h-c«Sc 

ttflJffl3I>5^>>:/OiaS'J^=^ (ID) 'J#'ir-v3> 
UX h<OUX-5^-f ^i^'I DiroRg'&SrIlff-r-SCl.ttC.i; 

[0 2 6 2] 5tlCl5ll^b;fc±5lC, U5)^'y-->3 >UX 
V\Z\t.. U^y— ->3 >UX h/\'— > (Revocation 

List Version) *<K56^En> «ffc;^^jE;S:p^X'< 7-t> 
n>5^>^;/W^?a««^)ilJ0bfc«^«CUJl^^r-v'3 
>UX h«MST^txS. 

[0 2 6 3] <J:!i^^r-->3 >UX h«S:«f«!LSl7P-<£ 
04 7C^T. 04 7IC43UT, ifefiHttT^/t^f XOT^tfil 
gf. ;&fflij«xn'f XOT^^U-r >iS'7x-XT$)5. 

[0 2 6 4] $dffllgK(iK«ffflCD'J5l^y— >3>'J 
Xh^ii{BSS2 0 1 (02#fig) *^^S«-r« (S 1 8 

0 1) t, MSfffl'Jzl^y— >3>UXh^X>yd73V>- 

Ht, S^BbfcM«rffl'J5}?'5r-->3>'JXh*;>i^U-1' 
>5'7x-XtcMffi (S 1 8 0 2) f . 
[0 2 6 5] ;>i^:'J'f >^'7x— Xtt, Se«rfflU4?^r- 
S^3>'JX h5^x^/i^nv>Ki:, MgffflUJi^-y-v'3 
>UXh&$!l»gB*^e.§M (S 1 8 0 3) -r^i:. k*v 
-7^ySrl (fi?-) (SI 8 0 4) b, UsK 

/r-'>3>iJXh©3S:a5^xy^ffi (I CV) fefiE(»K 

1 c v_r 1 (S 1 8 0 5) "T-S. 

[0 2 6 6] 'j3J?'5r-->3 >'JX h05&e^x-yi7fflOD 
efeSf^x-yi'tt (I CV) ^f^HK i c v_r 1 tt, ^ 
J&x/t'f XI*?»C»tt^?nfcU3py— v'B >'JX h (Revo 
cation List) O I C Vfi^r^^-r^.TXrJ'-a : MKi 
cv_rlt, 'JjJ^'^-— V3 >'JX h (Revocation List) ® 

I CVliS:*fefi£-rS^©IO^IS : IVicv.rlt, U#^r 
-v'a >UX h®]Bttfil«f C-^itlSUsJ^-Jr— >3 > 

UX h • A'-v?3 > (Version) (C»-:J(/iTiB£-r-5. 
S(*WtC«. KS^'x-yi'fit (I CV) ifigSSK i c v 
_r 1=DES (E, MKicv_rl, Version' I Vicv_r 

1) cs-:?(,iT&fi^x-yi7« (icv) ^mm^^ 

■^n^. MfBif:<DjSi*«. A*-v?3> (Version) <*:«] 
»affi (IVicv.rl) <0j#teiiS?atC-7X5'-|t : MKic 
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[0 2 6 7] :^lC^^Ul'>^'7x-xa^fSLfc5feS 
^xyi^tt ( I CV) i^@K i c v_r 1 Sr^^^TU 
iH-^-->3 >UX h© I CV (S 1 8 0 6) 

CVmLB-^ I C V =1 CV? $r*f=f (S 1 8 0 7) 

-r^o i^iJ, icv Wi^roB 1 4 -eitt 

^fiKUfcttfi^'xyi^fi (ICV) ^ffiftK i c v_r 10 

[0 2 6 8] I CV = I CVT*-5«^ (S 1 8 0 7 

t»jESJtt%>WT»-5<i:ipJS$tl, T.T-yZfS 1 8 0 8C 

— >-3> (i) iMSfffl'J*'5r-v'3>UXh©A--v' 
3> (j ) (S 1 8 0 9) M«fffl'Jj}?^r--> 

^r-->3>UXhW^?«ll7^i^*llClS:£ (S 1 8 1 

0) L. }i.i>—y^if^O\Z±.vV (S18 11) LT 20 

[0 2 6 9] -:f3. mn^m\-i.. T.^-i'T.m^miyzi 

■7> F€r;<^ U-l- >^r'x-XlCjiHi (S 1 8 1 2) 
L. tfv?-77i^AiO iz^irpit (S 1 8 1 3) Ci:S:flt 
Sb. BiBffflU3Hy—>3>UXhW^ 774^**1 (S 
18 14) T-*S^^IC. Mfrffl'J4?^r-->3 >iJX h 
<&jl«©:7T-i';l/tLT(^gS>c^«J (S 1 8 1 

5) -r-5. T®^«^c05^x 

'jx h*tM*-ai$nso 30 

[0 2 7 0] 6A±. 1t^©^ifiCsj$#BgL;i3!iie., 
[0 2 7 1] 

>5^>^yjR*©»^$: 1 0©U JH'ir-v'a >«J X h»ca 

n >x > f"Jffl ^ w^A*-f xfflilT wMSd^e^^f n ^ . 

[0 2 7 2] SeiC, ^^^rox-^'ff^SB. 5=-^ 
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'j3i«-i^**ft I D, -r&to^^T^^y I D. a>5=->y 

I DSrIgtt. ■?-n^tl<D5'mXffl!lTWBg-&iail2:lli^J: 
*fT5 eitlcioT 1 o<o«j3Pdr-->3 >"JX hTttfa 
-f >5'-7x-Xg5IC*5W5U3l?^r-->3 >iJXh©# 

[BljS(Dteim;&i»QQ] 

[a 1 ] *^iB©5^-i'«is^s©fi[ffl«^*i«iB-rs 

[0 2] 2*:^§g©x— 5'*aS^g«>7^A*'f X*5J:r/;»^7' 

[0 3] *^?g<D5^-5'«lS^«C0pl^:U»iM7^-^« 

[0 4] *%?3(D5='— ^^aSSStC5^A'rx©;>c^:'J'f 
> 7 X - X ©Sf itB«fiK Sr^T 0T» S . 

7x— X©X5^-^'XU'v'X:5'©7^— ^iWfi£«:*'r0-e 

[0 61 *f8gg©7'-^'«iS^«C*ltS^7^-f Tt::» 

m^tii>u>v->y\zMft-\^xfSLi&-^n^±^:i.*j7-'( 

[0 8] *%?gWv'-:5'iaSSeC:felt-55'-^'B»^<t 

© 2 o©ffi<t«itt?^-r^0T*s. 

[0 9] *5S^©7^-^'i!iaSBC:fett5U#^r->'3 

>ux h©«i^**-r0T*^<, 

A-sy>3 > • -T^-yju (BPT) iz-Dh^xwim-r^ 
0t?a&s. 

[011] *^?g©7^-:J'M3iaMfc;fett^pt'r-<Tl 

Sjg^©B p Tteffl^tas^ □-^*-r0T$)-5. 

[0 1 2] *^?g©7'-:5'SasamtC*3tt?)^X'< T2 

ssjg^wB p Tt&iWiaa^ a— *^t0-c*s. 

[0 13] *ss?B©7^-^'«aaaBic*jtts:/n<yi7 • 

A-S vv-s > • (BPT) ©A{^«aj{COliT 

iaB«-r^0T'S)^). 

[014] *5!?B©5^-3'ffl.aaefCi3lt?)5fea5^xy 
[015] *^aq©7^-^jaaa{ttc*5tt-5efc®5^x!y 

i7 Mi^Kjag 7 n - tc t ^TiK ?^-r ^ 0 -e * ^ . 
[01 6] ^mm<oy'-^mmmmziziifi>y';^^7.f& 

7 D - S: S^T 0 T S> S . 
[017] 2^^^©5^-^'«lSSBfC*3lt2.7 7'f;i'S'J 
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(02 0] *5!?^<D7'-^'«iS^SIC;fett^^x-r 7 2 

[02 1] :i^^g?©x-:5'^a31SglC*5tt.5^X'r 7 2 
g^^7P- (■^-(0 2) ifn-rmX'&i). 

(0 2 21 *fE^(D7'-:S'JaS^BfC*5l.»Txn'f :^ • 10 
^T^-f 7PB^JC;fetiT^fT$nsffiSSiEiaa->-dr>;^ 

(0 2 31 *^?«07'-^'fflS^BfC*lt-5fflagiE • 

S^^WffliS7 0- (•t©2) €r*-r0T»-5. 

(02 51 *5gig<D7'-^'«ia^BtC*5lt4 7 7'f;i'« 
K*ttJ UfflS 7 D - S:3^-r 0T 4 . 

[02 6] ^%m(Dy=-3!'mmmm\zii»^yr'(JUco 
§^ii*-5as7D— i^-rsT*^. 20 

(02 71 ^mm<Dy=-^mmmm\ziin^^=^*}\z^ 

[02 8] *%§«ro7^-^fi£iaSHlC*5tt^^t'JClS 

7';i/D E S *iJil^f 2)0T*5. 

[02 9] .*%?«<Dx-^'i2l31gBlw*5tt^^^:U»C*& 

[0 3 0] *%?q«x-^'ffliaSg»C*3tt-5;*^:UC*& 
[03 1] *%B^©7^-^5!ia^Bt*5W^-fei'^'ji*JS: 30 
(03 21 *«?g©5^-5'ftiSSfilC*Jtt«.-fei'^'jl**& 

[03 3] *%iB0D7'-^'saasBfcfeit^-ki'^^*jt> 

[03 4] *^?g<7)7'-^'magBtC*3ltS-fei7:$'Mii& 

saafi»j?&itt?B-rs0Ta&s. 40 

[03 6] *^?^©x-^'<!aa^BJCfctti.7 7"f;KD 

^-te<Da^iias7 D— i£:55-r0-c&-5. 

[03 8] 3'i!Q.aSBC*3tt-&3>7^>'>' 
^—m<0 ^t'^T tw J; S S^jaa 7 □ - €: 

0l:^-5, 

(0 3 9] *^l«©r-5'«aaSBIC*3ttS-fei7:5'x- 50 
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(04 01 *%gB©x-:^«iailBlC;feJtS-ti7i'5'- 

^'(Dm.nmm.ya— (-e-©2) $r^-r0T*-5. 

[04 1] *^B30x-:$'«iaSBlC*5tt2>7 7-f;KO 

Bt^fb»#2i*-5aa7D- (^-oi) **-r0T*s. 

(04 21 *^l^©x-i'jaaiiBIC*tt5>7 7'f;KO 

Bt^-fb«^ji=*-iaa7P- (•?-<o2) <&^-r0T$>-5. 

[04 3] *^?g©x-^'MaSBC*lt^>u>7^>^>' 

^-<i6<oBif^{bffla7 D-?&^-r0T»s. 

(04 41 :^§tm<D5'-i'9BMmS\Z^»^Zl>y^>y 

•r0T3bs. 

[04 51 *56wo7^-5'«ia^et*5its-fei7^'x- 

^®Bt^-fb^tta7a— (-^-coi) S*t"0T$>5. 
[04 6] *%?B©^-^'j&a^B»c*5ttS-tr^'3^5^— 

^'(oesmtmmyu- (-e-02) **-r0-c*-5. 

(04 71 *%^©5^-i'«lSSB»c;tett-5«JjPdr-v' 
3 >UX h(OS|[fffla7P— **f0T»S. 
[«F^Wiftq«) 

1 0 1 >'7.7"Ajl## 
10 2 T^y'C'f 7. 
103 ^5^'f7 

2 0 0 t'/N'^T X 

2 0 1 mm^ 

2 0 2 

2 0 3 ^7^U 

2 0 4 t'A'-T 7n>ho — 7 

2 0 5 $<|{9g( 

2 0 7 ;*^'JgR 

3 0 0 ^^:U'f>:5'7x— 7 (I/F) g5 
2 10 ^xw- 7 1 

2 1 1 mmm 

212 jjt^'JSS 

2 3 0 ^5^^'72 

2 3 1 n > h 0 — 7 

2 3 2 ;jC^:'JSB 

2 3 3 SIffllgC 

2 3 4 /^U-f >5'7x-7 (I/F) g» 

23 5 l^gR;<^:U 

2 3 6 Pff^SaaSE 

3 0 1 75"— ^Xl/v'X^ 
3 0 2 Zi-^yYV'yT.^ 
30 3 7H^7U>'7^' 

3 0 4 *'>>M/-$?7i' 

3 0 5 ^yVu—}VV~J7^9 

3 0 6 HlSfifelffllSS 

3 0 7 M€>'^'y7T;*^:U 

3 0 8 §fi/1-;/7T>^^:U 

3 0 9 '&mVV7.^ 

3 10 SffiU-vX:? 
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3 2 0 
32 1 pt^:ijg5 
3 2 3 ECC[E]% 
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3 2 4 9V^^=E0Xlht»^>^y3i-7. 
3 2 5 l^ffi;<^UAa*-f >t5^:7x-;^ 
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